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Executive Summary 

The Assistant Secretary of the Army for Research, Development and Acquisition directed the Army Safety Center to 
provide an audit of the causes of accidents and safety of use restrictions on recently fielded systems by tracking residual 
hazards back through the acquisition process. The objective was to develop "lessons learned" that could be applied to 
the acquisition process to minimize mishaps in fielded systems. System safety management lessons learned are defined 
as Army practices or policies, derived from past successes and failures, that are expected to be effective in eliminating 
or reducing specific systemic causes of residual hazards. They are broadly applicable and supportive of the Army 
structure and acquisition objectives. 
Pacific Northwest Laboratory (PNL)W was given the task of conducting an independent, objective appraisal of the 
Army's system safety program in the context of the Army materiel acquisition process by focusing on four fielded 
systems which are products of that process.These systems included the Apache helicopter, the Bradley Fighting 
VeWcle(BFV),tteTubeUunched,OpticallyTracked,W^ 
Wheeled Vehicle (HMMWV). The objective of this study was to develop system safety management lessons learned 
associated with the acquisition process. 
The first step was to identify residual hazards associated with the selected systems. Since it was impossible to track all 
residual hazards through the acquisition process, certain well-known, high visibility hazards were selected for detailed 
tracking. These residual hazards illustrate a variety of systemic problems. Systemic or process causes were identified for 
each residual hazard and analyzed to determine why they exist. System safety management lessons learned were 
developed to address related systemic causal factors. 

System Safety Management 
Lessons Learned 
For thepurposes of this study, residual hazards were defined 
as conditions associated with fielded systems that could 
result in injury, illness, death or damage to or loss of equip- 
ment or property. PNL has identified fourteen lessons 
learned. These lessons learned were derived from the sys- 
temic causes of specific hazards and the reasons that these 
causes exist Recommendations resulting from the fol- 
lowing system safety managementlessons leamedaddress 
the major systemic causes of residual hazards. 

• The role of Army system safety professionals must 
strikeabalancebetweenoversightand increased direct in- 
volvement in system acquisition to make the best use of 
limited system safety resources. 

• System safety training should be provided for all sup- 
porting acquisition players to provide a proper under- 
standing of their system safety roles and objectives. 

• Plans for implementing a system safety program within 
ProjectManagement Offices (PMOs)shouldbebasedon 
projected life-cycle losses of the systems being acquired. 
System safety efforts must be initiated early in the acqui- 
sition process to produce minimum risk systems 

Requirements for system safety resources and themeans 
of providing thoseresources should be established at the 
outset of the acquisition program. To provide the neces- 
sary resources for PMOs, contracts should be considered 
to supplement existing system safety support. 
Allocation of Army system safety resources should be 
based on commodity risks. 

Designers must be aware of historic and state-of-the-art 
system safety design guidance to improve the safety of 
new generations of Army materiel. 

Since human error is a contributing cause in a majority 
of Army mishaps, human performance limitations must 
receive greater consideration during the selection and 
evaluation of control measures for severe hazards. 
Human factors engineers should review user-dependent 
hazard control measures to ensure that they are reason- 
able and effective. 

The Army must promote greater customer participation 
in the system safety program to ensure realistic control 
of hazards in the use environment and enhanced mission 
performance. 

(a) Pacific Northwest Laboratory is operated for the U.S. De- 
partment of Energy by Battelle Memorial Institute. 

iii 
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• Hazard probability must be expressed as a quantitative 
rate and interpreted in light of exposure in order to be 
useful in projecting losses for risk-management deci- 
sions. Provide a standard method of predicting human re- 
liability to reduce errors in assessing hazard probabilities 
involving human performance. 

• Control measures for severe hazards (catastrophic and 
critical) must be systematically verified during testing. 

• Safety risks should be communicated to decision mak- 
ers in terms of projected loss rates and programmatic 
and mission impacts that may be expected if a hazard is 
accepted. 

• Risk management decisions must be made at a manage- 
ment level commensurate with risk and documented. 

• All the players in the acquisition process must have 
access to relevant hazard information to do their jobs 
properly. Significant system safety documentation 
must be maintained for comparison of risk management 
expectations with the safety performance of the fielded 
systems and for development of lessons learned. 

• There must be a systematic hazard closeout process to 
ensure that necessary steps for hazard resolution are not 
overlooked. 

• The system safety performance of acquisition managers 
and contractors must be routinely evaluated. Investigate 
the feasibility of using performance award contracts to 
reward system safety excellence. 

Specific changes to Army policy and guidance documents 
necessary to implement these lessons learned are provided 
in Appendix A of the report. 

Conclusions 
This study has confirmed that many contributing causes of 
residual hazards can be traced back to the acquisition 
process and the system safety program, whichispartof that 
process. System safety management lessons learned can 
be derived from these systemic causes. Implementation of 
the recommendations from these system safety manage- 
ment lessons learned will support acquisition managers, 
because the lessons learned 1) contribute to operational ef- 
fectiveness of Army systems by reducing the potential for 
mishaps, 2) reduce system costsby reducing safety-related 
retrofit and life-cyclemishap costs, and 3) reduce program 
delaysandrestrictionsof fielded systems by ensuring better 
communication of system safety expectations to develop- 
ersandearlierverification of theadequacyofhazard control 
measures. 

iv 



System Safety Management Lessons Learned 

Acronyms and Abbreviations 

AAE  Army Acquisition Executive 

AMC   U.S. Army Materiel Command 

A M S A A   U.S. Army Materiel Systems Analysis 
Activity 

A S A R C   Army Systems Acquisition Review 
Council 

ASMIS   Army Safety Management Information 
System 

AVSCOM U.S. Aviation Systems Command 

B F V Bradley Fighting Vehicle 

DA Department of the Army 

DoD Department of Defense 

DRS Deficiency Reporting System 

EIR   Equipment Improvement 
Recommendation 

HMMWV   High Mobility Multipurpose 
Wheeled Vehicle 

LABCOM   U.S. Army Laboratory Command 

MACOM   Major Army Command 

MADP   Materiel Acquisition Decision 
Process 

MANPRINT Manpower and Personnel Integration 

MI COM   U.S. Army Missile Command 

M O S   Military Occupational Specialty 

M R S A   U.S. Army Materiel Readiness 
Support Activity 

MSC   Major Subordinate Command 

PEO   Program Executive Officer 

OTEA   U.S. Army Operational Test and 
Evaluation Agency 

PM Program/Project/ Product Manager 

PMO Program Management Office 

PNL Pacific Northwest Laboratory 

QDR Quality Deficiency Report 

RFP Request for Proposal 

ROC Required Operational Capability 

SAR Safety Assessment Report 

SSWG System Safety Working Group 

TACOM   U.S. Army Tank-Automotive 
Command 

TECOM   U.S. Army Test and Evaluation 
Command 

TM  Technical Manual 

TRADOC   U.S. Army Training and Doctrine 
Command 

TOP  Test Operations Procedure 

TOW  Tube Launched, Optically Tracked, 
Wire Guided (Missile) 

USASC   U.S. Army Safety Center 
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1.0 Introduction 

The U.S. Army has established a comprehensive safety program to minimize the loss of human and material resources. 
Data on the frequency and severity of mishaps involving newly developed and fielded systems indicate that such losses 
continue to be a significant contributor to overall Army mishap losses. It was hypothesized that the root causes of such 
mishaps are systemic in nature and involve fundamental processes of the materiel acquisition process and the system safety 
program. 
The Assistant Secretary of the Army for Research, Development and Acquisition, ASA(RDA), Dr. Jay Sculley, directed 
an "...audit of causes for accidents and safety of use restrictions on our recently fielded systems. This audit would track 
the actual causes back through the system safety reviews and analyses during the design phases to see how the potential 
fortheireventudaccideMcauseswasassessedandwhatprevenUitiveactwn,tfany,wastaken.Thedesiredresultis'lessons 
learned' for use in our new system." w 

The directive recognizes that thecauses of accidents and the causes of restrictions in safety messages are the same. Safety- 
of-Useand Safety-of-Flightmessages andrestrictions are symtomatic of problems with theacquisitionprocessand system 
safety program; they are not a problem in and of themselves. Eliminating the causes of residual hazards will in turn reduce 
the number of safety messages and restrictions. Pressure to unilaterally reduce the number of safety messages might well 
increase any Army mishap losses. 

System safety management lessons learned are defined as Army practices or policies, derived from past successes and 
failures, that are expected to be effective in eliminating or reducing specific systemic causes of residual hazards. They are 
broadly applicable and supportive of the Army structure and acquisition objectives. 

1.1 Objective 
The ultimate goal of a comprehensive system safety pro- 
gram is to minimize mishaps and thus maximize opera- 
tional effectiveness of Army materiel. The objective of the 
study was to develop system safety management "lessons 
learned" to support the Army's development of an opti- 
mum management strategy to meet this goal. The follow- 
ing activities were conducted in support of this objective: 

a.) identification of residual hazards associated with four 
selected systems 

b.) identification of problems and successes involving 
fundamental processes that permit or prevent systems 
from being fielded with residual hazards 

c.) development of system safety management lessons 
learned based on the identified causes of past problems 
andsuccesses 

d.) preparation of a matrix of system safety management 
lessons learned and the status of their implementation 
in current Army policy and guidance documents 

e.) development of specific recommendations for improv- 
ing the system safety program and the materiel acqui- 
sition process to minimize residual hazards and subse- 
quent mishaps after systems are fielded. 

Completion of these activities sequentially moved from a 
system-specific to aprocess-specific orientation, as shown 
in Figure 1. 

1.2 Scope 
This study was authorized to examine any portion of the 
acquisition process and any Army policy that has an 
impact on the safety of fielded systems. Therefore, the 
lessons learned involve not only system safety personnel, 
but the entire acquisition community and their individual 
contributions to the safety of fielded systems. Figure 2 
shows the four systems selected for this study. 

Three systems were initially recommended by the U.S. 
Army Safety Center (USASC): the Bradley Fighting 
Vehicle, the Apache, and the TOW missile system. In 
response to a recommendation from the Executive Sub- 
panel of the Department of the Army System Safety Co- 
ordinating Panel at its meeting January 6,1988, the High 
Mobility Multipurpose Wheeled Vehicle was added to 
provide a representative non-major system for this study. 

These systems have a high fielded density and represent 
several different commodities. They all had system safety 

(a) Letter, System Safety Programs, ASA(RDA), 11 August 
1987. 
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Figure 1. Process-Specific Orientation of the Study 
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programs and have had sufficient field exposure to have 
experienced mishaps. These selected systems provided 
windows on the acquisition process and the system safety 
program asacomponentpartofthatprocess.Theobjective 
was not to evaluate the safety of the selected systems. 

The Bradley Fighting Vehicle System (BFV) is a fully 
tracked light combat vehicle with swimming capability. It 
has cross-country mobility compatible with the Ml 
Abrams main battle tank. Armament mounted on the two- 
man turret includes a stabilized 25mm automatic cannon 
with a coaxial 7.62 machine gun and a two-tube TOW 
missile launcher. There are two versionsof the BFV which 
differ only in interior configuration: a nine man infantry 
version (M2) and a five-man cavalry version (M3). 

The Apache is a twin-engine advanced attack helicopter 
with a fully articulated four-blade main rotor and a four- 
blade tail rotor mounted high on the port side of the tail 
pilon. It has tandem seats with the gunner/co-pilot forward 
of the pilot. Two cantilever wings aft of the pilot have 
hard-points to attach mixed ordnance or ferry tanks. A 
chain gun 30 mm automatic cannon is provided between 
the mainwheel legs. 

The TOW missile is a tube launched, optically tracked, 
wire guided anti-armor missile. The basic ground launch 
TOW is composed of six components: a tripod mount, a 
traverse unit, the launch tube, an optical sight, a missile 
guidance set with battery assembly, and the encased mis- 
sile. It has been the major armament on a number of 
helicopter and ground systems. 

The High Mobility Multipurpose Wheeled Vehicle 
(HMMWV) is a 1-1/4 ton payload, diesel powered, high 
mobility 4x4 tactical wheeled vehicle with a common 
chassis and six body configurations to accommodate 
various ground transportation requirements. The various 
HMMWV versions are designed to serve in combat, 
combat support, and combat service support roles. 

This study was necessarily limited by the systems that 
were used as examples of theacquisition process. However, 

systemic causal factors that were identified from this 
sampling of systems are expected to be generally appli- 
cable, since Army acquisition and system safety manage- 
ment practices stem from common policy documents. No 
nondevelopmental items or in-house developed systems 
were included in this study. 

These systems were all developed prior to implementation 
of the Manpower andPersonnel Integration (MANPRINT) 
program and the reorganization that placed all Program 
Managers (PMs) and Program Executive Officers (PEOs) 
underan Army Acquisition Executive. The impact of these 
programs was assessed by determining thedegree to which 
theirrespective policies address system safety management 
lessons learned. This assessment was supplemented by 
discussions with MANPRINT, system safety and PMO 
personnel. 
This study did not address hazards associated with support 
facilities for the selected systems, since mishap data rarely 
included informationregardingfacility-related hazards. 

1.3 The Report 
Acquisition and system safety terms used in this report 
conform to standard Army definitions unless otherwise 
noted. The remainder of this report presents the method- 
ology and results of the activities noted in Section 1.1 
above. Section 2 describes the methodology for this study. 
Section 3 contains a compilation of the causes of residual 
hazards. Section 4 contains the system safety manage- 
ment lessons learned aggregated from the causes of resid- 
ual hazards, together with recommendations. Army 
comments to the draft technical report are summarized in 
Section 5. Section 6 contains a matrix that compares the 
system safety management lessons learned with current 
regulatory guidance. This provides an indication of the 
progress that has been made in the system safety program 
and areas that need to be improved. Section 7 provides 
conclusions reached in this study. 
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2.0 Methodology 

The methodology used for this study was to examine residual hazards of selected emerging systems and their preceding 
development effort This process was essentially an extension of accident investigation since it began with mishap data 
and the system's field experience to obtain a composite picture of the nature of the system's residual hazards. However, 
the study was directed at determining causal factors associated with the acquisition process. 

A graphic presentation of the methodology is shown in Figure 3. The first step was to identify residual hazards associated 
with the selected systems. Since it was impossible to track all residual hazards through the acquisition process, certain 
well-known, high visibility hazards were selected for detailed tracking. These residual hazards illustrate a variety of 
systemicproblems. Systemic or process causes wereidentifiedfor each residual hazard andanalyzedtodetermine why they 
exist System safety management lessons learned were developed to address related systemic causes of residual hazards. 

Figure 3.   Process for Developing System Safety Management Lessons Learned 

2.1 Identification of Residual Hazards 
The hazard identification process involved several sources 
of information, as shown in Figure 4. Each source 
identified some of the residual hazards and provided a 
different perspective on the nature and significance of the 
residual hazards. Each source by itself was an incomplete 
picture of the full set of residual hazards. For example, the 
PMO perspective might differ from the user perspective. 
Acquisition data might identify hazards not noted in the 
safety analyses. 

Mishap data was obtained for each system from the 
USASC Army Safety Management Information System 
(ASMIS) data base. This included all mishap data (Classes 
A-E)availableintheASMISsystem. The mishap data was 
analyzed to determine significantresidual hazards for each 
system. 

Category 1 Equipment Improvement Recommendations 
(EIRs) and Quality Deficiency Reports (QDRs) from the 
Deficiency ReportingSystem (DRS) database maintained 
by the Army Materiel Command's (AMQ Materiel Readi- 
ness Support Activity (MRS A) were examined to obtain 
supporting and supplemental information on residual risks 
to that found in ASMIS. Category 2 data from the DRS 
data base was reviewed on one system (HMMWV) to 
determine if safety related information was restricted to 
category 1 reports. Safety relevant information not in- 
cluded in category 1 reports was found that supported other 
sources of hazards information. 

Discussions with personnel from the PMO and supporting 
safety office and the initial review of system safety and 
acquisition documentation helped to clarify the nature of 
the residual hazards previously identified and point out 
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other residual hazards with no corresponding mishaps in 
the ASMIS data base. 

Residual hazards and associated system safety issues were 
discussed with system safety personnel associated with 
each system from the PMOs, contractors, AMC MSCs, 
AMC HQ, and DA. Other system safety, human factors 
and MANPRINT personnel provided input regarding ge- 
neric system safety management issues. Visits were made 
to DoD, AMC HQ, the responsible PMOs and their re- 
spective supporting AMC MSC safety offices. 

Discussions with system users also validated the residual 
hazards and identified further potential residual hazards. 
Field visits were made to Ft Hood, Texas, and Ft. Lewis, 
Washington, to observe the selected systems and to talk to 
users and maintainers of these systems. This provided an 
opportunity to examine the systems and to obtain the 
users' perception of the residual hazards associated with the 
system. Apache trainers were also interviewed at Ft. 
Rucker. The following units provided support of this 
study: 

Anache 
Ft. Hood, Texas 

1st Squadron, 6th Cavalry Brigade (Air Combat) 
1st Battalion, 227 Aviation Regiment 

Ft Rucker, Alabama 
Aviation Training Brigade 

BFV 
FL Hood, Texas 

3rd Battalion, 41st Infantry Regiment, 2nd Armored 
Division 
13th Battalion, 7th Infantry Regiment, 1st Cavalry 
Division 

HMMWV 
FL Lewis, Washington 

2nd Battalion, 60th Infantry Regiment, 9th Infantry 
Division 

TOW 
Ft. Lewis, Washington 

2nd Battalion, 60th Infantry Regiment, 9th Infantry 
Division 

Hazard Identification 

Figure 4. Hazard Identification Process 
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The local field safety offices were very supportive of this 
study and provided their own input on problems of track- 
ing the field experience of these items for system safety 
purposes. 

Two high-visibility residual hazards for each system were 
selected for detailed tracking throughout the acquisition 
process to provide objective examples to support the 
system safety management lessons learned. These resid- 
ual hazards were selected after review of the mishap data, 
deficiency data, system safety analyses and acquisition 
documents; and discussions with Army and contractor 
system safety personnel, PM staff members and users. 
These hazards havereceived significant managementatten- 
tion and, in most cases, additional administrative or engi- 
neering control measures have been taken. Other residual 
hazards are also noted in this report where they help to 
illustrate specific systemic problems. 

The following residual hazards were selected for tracking 
purposes: 

Apache  Helicopter 
• The aircraft structure may not maintain a livable crew- 

space in a survivable crash. 
• Inadvertent use of chop collar control during a critical 

flight phase may result in loss of the aircraft 

Bradley  Fighting  Vehicle 
• Collapse of the trim vane during swimming may result 

in sinking of the BFV and potential injury or drowning 
of crew members. 

• An individual in the turret basket doorway will be 
crushed if the turret rotates. 

HMMWV 
• The parking brake is adjustment sensitive. Misadjust- 

ment can result in vehicle damage from failure to hold on 
grade. Misadjustmentof the parkingbrake oraccumula- 
tion of mud and debris between the rotor and the brakecan 
cause brake drag, with damage to the brake and adjacent 
fuel tank resulting in a loss of mobility. 

• Vehiclerollovercanresultinvehicledamageandinjury 
to occupants. 

TOW  Missile 
• Stress corrosion cracking resulted in launch motor case 

ruptures. 

• Delayed flight motor ignition resulted in premature 
detonation of the warhead or loss of missile guidance. 

2.2 Systemic Causal Analysis 
When an investigator asks why enough times, causes of a 
mishap may be traced, in part, back to the acquisition 
process. This study focuses on the systemic causes of 
mishaps and then examines why those causes exist 
For each residual hazard, it was necessary to determine the 
principal causal factor(s). A model of systemic sources of 
residual hazards in fielded systems is shown in Figure S. 
Hazard communication is viewed as the mortar that binds 
the other system safety elements together into an effective 
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Figure 5. Systemic Sources of Residual Hazards 
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barrier to unexpected residual hazards. Unexpected residual 
hazards are those that were either never identified or the 
severity or frequency of resulting mishaps was not antici- 
pated. Several basicquestionswereconsideredregardingre- 
sidual hazards: 

Identification: Were residual hazards that have since re- 
sulted in mishaps or potential mishaps identified during the 
acquisition process? 

Assessment: Were the severity (consequences) and 
probability (frequency) of mishaps resulting from identi- 
fied hazardsexpected? 

Control: Were appropriate control measures taken and 
tested to verify their adequacy? 

Risk Management: What was the basis for risk accep- 
tance decisions, and at what level were they made? 

Communication: Was sufficient hazard information 
available throughout the acquisition process for timely 
elimination or control of hazards? 

The study was three dimensional, as shown in Figure 6. It 
involved tracking residual hazards of four systems through 
the acquisition process andaskingthebasicquestions noted 
above. The Management Oversight and Risk Tree 
(MORT) logic diagram (Johnson 1973)wasusedasalogic 
check to ensure that all potential areas for lessons learned 
were examined at each phase of the acquisition process. 

Answers to these fundamental questions helped to focus 
the analysis on specific portions of the acquisition docu- 
mentation to identify causes of system safety management 
problems and successes. 

System safety and acquisition documentation for each 
system was requested by USASC from the responsible 
PMOs. The requested documentation included: 

• requirements documents 

• system specifications 

• safety design lessons learned from prior systems that 
were incorporated in the system design 

• contractor analyses and Safety Assessment Reports 
(SARs) 

• test and evaluation reports and Safety Releases 

• Safety and Health Data Sheets 

• system safety risk assessments 

• decision packagesandminutesfromin-processreviews 
(IPRs) or Army Systems Acquisition Review Council 
(ASARC) meetings 

• System operation and training manuals 

• A listing of EIRs/QDRs 

• A listing of system changes and improvements. 

Residual Hazard Sources 
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The PMOs were unable to provide all information re- 
quested due to a variety of reasons, including lack of 
resources to find and copy the necessary documents and the 
absenceof documents that were discarded whenreplaced by 
newerversions.discarded due topaperreduction programs 
or sent to records holding locations where they were not 
accessible. PNL researchers reviewedavailabledocumen- 
tation at the PMOs and supportingsafety officesandcopied 
as many relevant documents as possible during these 
visits. Documentation was also obtained through the 
Defense Technical Information Center and various other 
sources, including DA and AMC. 

All system safety and acquisition documentation that could 
be obtained was reviewed to determine how specific 
residual hazards were identified, assessed, and resolved. 
Since the study included four systems and the focus was on 
the process rather than on individual systems, system 
safety management lessonsleamedare generally supported 
by two or more systems. The impact of incomplete 
documentation was not considered to be significant be- 
cause of this redundancy. 

2.3 Development of Lessons Learned 
Systemic causes of mishaps were aggregated into system 
safety managementlessons learned by considering related 
causes associated with specific parts of the acquisition 
process or systemic sources of residual hazards. This was 
also an iterative process (as depicted by the right loop in 
Figure 3). The lessons learned were refined as the interre- 
lationships between causes became apparent 

The system safety management lessons learned were 
compared in a matrix with current policy documents to 
provide an indication of the current status of the Army's 
system safety program and to identify areas that could be 
improved. Specific recommendations are provided for 
individual policy documents as necessary in Appendix A. 

Conclusions of this study are based on an overview of the 
systemic causes, the resulting lessons learned, and the 
implications of the lessons learned for improving the 
acquisition process. 
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3.0 Discussion of Causes of Residual Hazards 

The crux of this study was to determine the causes of residual hazards. This central question has been stated in a variety 
of ways from differing perspectives. How do residual hazards get past the combat developer, the contractor, the materiel 
developer, the PM, the supporting safety office, technical testing, user testing and higher level decision makers? What 
is the cause of increasing safety restrictions on recently fielded equipment? Why do residual hazards occasionally come 
to Army decision makers' attention from themediaratherthanduringtheacquisition process? How can the Army system 
safety program do a better job of resolving hazards prior to fielding? 

This section discusses the causes of residual hazards. These are presented by the systemic sources of residual hazards 
previously described in Section 22. It includes positive findings where an observed practice would improve the Army 
system safety program if uniformly implemented. It was necessary to understand these causes before lessons learned could 
be formulated. 

3.1 Hazard Identification 
The critical first step for system safety in the acquisition 
ofnew systems is hazard identification. Hazard identifica- 
tion requires a clear understanding of the tactical and 
peacetime use environment and the system performance 
requirements. Hazardsareidentifiedbyanalyses,reviewof 
predecessor and associated systems, studyof new technolo- 
gies and materials, and testing. Early involvement of 
system safety personnel is essential for timely identifica- 
tion of hazards. 

The Army and the contractor both have important roles in 
hazardidentification. TheArmymaintainshazardinforma- 
tion on predecessor systems and establishes performance 
requirements and system safety program requirements 
necessaryforhazardidentification. Thecontractoranalyzes 
hazards of the emerging design configuration based on the 
informationand performance requirements provided. Both 
contractor and Army testing contribute to hazard identifi- 
cation. This section discusses systemic causes of residual 
hazards related to the hazard identification process. 

3.1.1 Hazard Data on Past Systems 
R^ffifemei^ 
or lessons learned in the design >«f ^hew:

::systems 
§§$|#^ 
design lessons learned are not being systemati- 
cally i identified and compiled So a iforxo : that 
could she ireadiljp referenced in future contracts. 

The selected systems had many opportunities for the use 
of historic safety data and lessons learned. The BFV grew 
out of the development efforts of the Mechanized Infantry 

Combat Vehicle (MICV), the Apache built on the devel- 
opment efforts on the Cheyenne, and the HMMWV grew 
outoftheExpanded-MobilityTacticalTruck(EMTT)and 
the High Mobility Weapon Carrier (HMWQ programs. 
All three systems had opportunities for system safety 
lessons learned based on these prior developmentprograms 
thathadbeen terminated. These systems and the TOW also 
had fielded predecessor systems with thepotential for safety 
lessons learned. 

Examination of the HMMWV rollover hazard provides a 
positive example of the benefits of considering hazard data 
from predecessor systems. Even though consideration of 
past rollover lessons learned was not complete, the im- 
proved safety performance relative to the M1S1 rollover 
rate is significant 

In the examination of HMMWV acquisition data, there was 
evidence in the earliest documents that the rollover hazard 
with the M151, aHMMWV predecessor system, should be 
minimized. From CY 1983 to 1987, approximately one 
out of every 55 M151 in the field experienced a rollover 
accident during this five-year period with one fatality for 
every 21 rollover mishaps. 

The Joint Mission Element Need Statement (JMENS) for 
the HMMWV* contained an assessment of existing sys- 
tems. One deficiency of the M1S1 1/4 ton Jeep was 

"mobility/agility (significantly degradedcross country)". 

(a) Memorandum for the Secretary of the Army, W. Graham 
Clayton, Jr., Subject: Joint Mission Element Needs State- 
ment (JMENS) for the High Mobility Multipurpose Wheeled 
Vehicle (HMMWV), 8 July 1980. 
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The HMMWV Independent Evaluation Plan(,) noted, 

"While the 'common chassis' concept is not new, the idea 
of using a 'common chassis' for a high performance qff- 
roadanda highperformance on-roadmachine is both new 
and untried. The soft suspension, quick steering and high 
ground clearance needed for off-road mobility 'nevitably 
present oversteering andoverturning tendencies during on- 
roadtravel." 

The specification for the HMMWV0» stated in the safety 
section that 

" suitable rollover protection shall be provided which shall 
be consistent with vehicle application, i.e. high speed off- 
road usage." 

This requirement deals with mitigation of the conse- 
quences of rollover, but it does not provide a safety 
performancerequirement, suchasahigh-speed emergency 
avoidance test, that would ensure that the actual rollover 
hazard was adequately resolved. The closest that the 
specification came to addressing the rollover issue was a 
requirement on turning: 

"The vehicle shall be capable of sustaining from 0.4 to 
0.6g lateral acceleration in a constant radius turn." 

Moment equations using data on the Ml 51 indicate that it 
would also meet this requirement The ratios of the height 
of the center of gravity for the loaded vehicle to the track 
width for the HMMWV and the M151 are approximately 
equal 

Since fielding in CY 1983 through CY 1987, one 
HMMWV rollover was reported for about every 500 
HMMWVs in the field during this period with no fatali- 
ties. Thus, the HMMWV design does appear to have 
reduced the probability of rollover accidents compared to 
the M151 by an order of magnitude. This may be some- 
what optimistic, because interviews with field safety per- 
sonnel indicate that many HMMWV rollover accidents 
may go unreported if there are no serious injuries and 
damage costs can be kept within the $1000 damage 
reportability criterion, whereas M151 rollover accidents 
tend to be reported due to injuries. 

The HMMWV rollover hazard example shows that where 
lessons learned areconsideredinthedesignof new systems, 
mishap risks can be reduced. However, it also shows the 
need to translate lessons learned into safety performance 
specifications for new systems. 

3.1.2 Hazards Associated with New Technolo- 
gies 

The* Army has no system to collect tod record 
hazards information associated with new tech- 
nologies and materials. Failure to record Such 
information and keep it up to date can lead to 
oversights in : hazard  recognition. 

The TOW missiledesign was reported to haveusedthebest 
materials and latest technology available at the time. The 
TOW missile Safety Statement contained a launch motor 
failure mode and effects analysis that identified corrosion 
as apotential hazard leading to case failure. The probability 
of corrosion causing such failures was judged to be "very 
low," because the interior was sealed by the igniter and the 
exterior had a phosphate coating. Four launch motor 
ruptures occurred: two in 1980involvingforeignsalesand 
two in 1986 at the Yakima Firing Range and Oahu. While 
details of the 1980 incidents were not available to the 
Missile Command (MICOM), a TOW failure investiga- 
tion team was assembled to investigate the 1986 failures. 
The investigation report** concluded that stress corrosion 
cracking was thecauseof these incidents. Thereport stated, 

"it is well known that C-300 maraging steel is susceptible 
to stress corrosion cracking, especially when cold worked 
andagedtoatensilestrengthabove300KSI(2,068MPa)." 

Stress corrosion cracking involves the combined action of 
stress and a mild corrosive environment, neither of which 
would cause concern by itself. This phenomenon was first 
extensively studied in relation to the failure of brass 
cartridge cases. At the time of the development of the 
TOW, it was known that certain maraging steels were 
susceptible to stress corrosion cracking when chlorides 

(a) Independent Evaluation Plan for the High Mobility Multi- 
purpose Wheeled Vehicle (HMMWV), U.S. Army Materiel 
Systems Analysis Activity, Aberdeen Proving Ground, MD, 
June 1981., 

(b) DAAEO7-83-C-R034 AM General Corporation, System 
Specification High Mobility Multipurpose Wheeled Vehicle 
(HMMWV), VJS. Army Tank-Automotive Command, War- 
ren. MI, February 1983. 

(c) Dichter, H.S., Engineering/Service Test Safety Statement 
Tow Heavy Assault Weapon, Report No. TOW-T20, DA-01- 
021-AMC-13626(Z), Hughes Aircraft Company, Culver 
City, California. July 1966. 

(d) Sanders, Sandra L., Investigation of 1986 Yakima and 
Oahu TOW Launch Motor Failures, Vol. 1, Technical Report 
RD-PR-87-7, U.S. Army Missile Command, Redstone Arse- 
nal, AL, October 1987. 
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were present (Logan, 1967). Retrofit costs and program- 
matic impacts could have been avoided had this informa- 
tion been considered in the TOW development 

Army safety requirements don't always reflect improve- 
ments that should be expected from new technologies and 
materials. In a survivable crash, aircraft design provides a 
cushion thatreduces the acceleration loads on the occupants 
to within human tolerance limits. Crash survivability 
requirements for the Apache were based on the 95th 
percentilepotentiallysurvivablecrash of predecessor heli- 
copters expressed in terms of impact velocities. These 
requirements, which have been incorporated into MIL- 
STD-1290, have not been upgraded to reflect technology 
improvements that could increase the cushioning effect of 
the design. When Army expectations as expressed in safety 
design standards do not keep pace with technology, both 
the severity and probability of mishaps may be excessive. 

3.1.3 Consideration of Human Error 
pr&ti;potejatlai;:|io 
irec^ini :iadequate::::.:atte^ 
system 'hazards:: :itt:• "ithe :-<M%*:.■:-'*f;';ne^;-=|;!-ääFStonaiÄ. 

The majority of Army mishaps include human error as a 
primary or contributing cause. For each yearfromFY 1982 
through FY 1987, human error was cited as a cause in 78 
to 91 percent of the Class A aviation accidents (US ASC, 
1988). 

Following the sinking of a BFV in 1987, the Army Chief 
of Staff suspended swim operations until a "positive lock'' 
mechanism could be provided to prevent inadvertent col- 
lapse of the trim vane. In his message he stated, 

"Itisapparentthatoperatorerrorinbarriererectionwasthe 
proximate cause of the sinking. After personally review- 
ing the incident at Ft. Benning, I am convinced that 
procedures for erection of the trim vane mechanism leave 
too much potential for operator error. The safety of our 
soldiers compels us to eliminate this potential." M 

This message reported that seven sinkings had been docu- 
mented of which six were attributed to trim vane collapse. 
A subsequent Safety Assessment Report0'' from the con- 
tractor stated, 

"To improve soldier reliability in trim vane erection, the 
spring-equipped turnbuckle system is being modified to a 
solid link support." 

3.1.4 Understanding the Operational and 
Tactical Environment 

Contractors and "Army system safety personnel 
do not always have a clear tjnderstanding of how 
the system will :%e::. used .in -the tactic*»* eivfröä- 
m«nt::and ,m'ay! overlook opWationalÄlhaxards, 

The contractor must have a clear understanding of how a 
system will be used to design the safest system possible. 
Hazards to HMMWV gunners might have been better 
controlled if designers had hadabetterunderstandingof the 
use environment. It is common practice to have gunners 
maintain a watch from their weapon station during opera- 
tions. The use of these "air guards" on HMMWV TOW 
carriers seemed to come as a surprise to the collateral safety 
officer in thePMO who indicated thatthe HMMWV safety 
release did not permit this practice. A Test and Evaluation 
Command (TECOM) Safety Release(c) required all 
HMMWV TOW crew members to wear seat belts any time 
the vehicle was moving. However, the Operational Test 
and Evaluation Agency (OTEA) had objected stating that 
this requirement 

"does not allow for realistic crew operations in a tactical 
environment" 

andrequested that this constraint be relaxed to permitsome 
limited testing with the gunner in the turret while the 
vehicle was in motion/* This was permitted, but there was 
no apparent follow-up to provide increased protection for 
exposed gunners. TM9-2320-280-10under TOW weapon 
station operation, now advises the useof the gunner'ssling 
as a seat rest or restraint if the gunner is positioned in the 
weapon station during travel. The use of the air guard is 
shown in training videos used at Ft Lewis and was 
observed to be standard practice. Lack of understanding of 
user practices can thus have an impact on the safety of 
fielded systems. The gunner is unprotected in case of 
vehicle collision or rollover. 

(a) Message, DALO-SMT, (General J. A. Wiekham, Jr., CS A), 
Temporary Suspension of Bradley {M2/M3} Swim Opera- 
tions, April 1987. 

(b) Bradley Fighting Vehicle Basic M2/M3 Safety Assess- 
ment Report, Contract DAAE07-86-C-RI28, FMV Corpora- 
tion, Ordnance Division, San Jose, CA, May 1987. 

(c) Message, TECOM, DRSTE-CM-R, 251920Z, Automotive 
Safety Release for the High Mobility Multipurpose Wheeled 
Vehicle (HMMWV), May 1982. 

(d) Message, OTEA CSTE-POO, 111630Z, Automotive 
Safety Release for the High Mobility Multipurpose Wheeled 
Vehicle (HMMWV), June 1982. 
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Ft. Lewis safety personnel also reported that they were 
considering issuing hockey masks to gunners. This was in 
response to numerous incidents where the gunner's face 
struck the weapon as the HMMWV driver pulled up to the 
firing point and quickly applied the brakes. 

Most Army system safety personnel are located in the 
Major Subordinate Commands (MSCs) of the Army 
Materiel Command (AMQ and have limited user contact. 
They often have no military experience or other hands-on 
experience with the systems that they support. Due to the 
lack of qualified system safety engineers in the Training 
and Doctrine Command (TRADOQ, safety input to re- 
quirements documents has been providedby system safety 
engineers at AMC. 

Most requirements documents are limited in length and 
cannot contain the level of detail that is necessary to 
adequately address all safety performance requirements. 
Even though TRADOC sends out Required Operational 
Capability (ROC) statements to users for comment, user 
commandsafety offices do not seeallROCs and do notfeel 
confident that their comments will be included in theROC 
or subsequent requirements documents. 

Where applicable, national consensus standards and regu- 
latory safety requirements are used in specifications. The 
HMMWV specification stated that the HMMWV had to 
meetapplicablerequirementsof M1L-STD-1180forType 
1 vehicles. This standard cites specific requirements of the 
Federal Motor Vehicle Safety Standards. Such standards 
donotconsider the military useenvironmentand therefore 
cannot be referenced without qualifications and additions. 

3.1.5 System Safety Input to Requirements 
Documents v.w...,wv..vv.v.vv..v..vw. ..v..„,. 

not incorporated;into requirements .documents; 
for: new ■:sysi^mi^T^^ija^has nipt used -this 
opportunity :%^^ 
art5;MW:;vfulL?^ 

As noted in Section 3.1.1, design guidance resulting from 
technical safety lessons learned is not systematically gath- 
ered and stated as performance requirements that can be 
referenced in requirements documents. 

In the history of armored vehicles, effective hatch retention 
mechanisms are a fairly recent development. This points 
to the need for translating historical lessons learned into 
safety performance requirements in requirements docu- 
ments. A Tank-Automotive Command (TACOM) analy- 
sis of Ml 13 Armored Personnel Carrier accidents from 
October 1981 through March 1985 showed that 56 of the 

204 mishaps involved inadvertent closing of hatches and 
were design related.*'' Specifications for the BFV hatches 
resulted in an improved design. From CY 1982 to CY 
1987, only 5 of 186 BFV mishaps involved inadvertent 
hatch closure. Only two of these were attributed to material 
failure. 

The contractor must have a clear understanding of the 
Army's safety expectations for the proposed system. Such 
expectations are most clearly understood when they are 
expressed in terms of performance requirements coupled 
with the test methodology that will be used to evaluate 
safety performance. The HMMWV specification did not 
require rollover protection to pass any specific testing. As 
a result, no specific physical testing of rollover protection 
was conducted on initial HMMWVs. Recent tests on the 
roll cage over the cargo compartment of the HMMWV 
Interim Squad Carrier (ISQ have used the S AE J374 Roof 
Crush Test Procedure (SAE 1984). The HMMWV ISC 
was requested and funded by the 9th Infantry Division, Ft 
Lewis, and required to protect troops transported in the 
cargo area of the ISC with a roll cage. 

In a safety evaluation of the HMMWV conducted at Ft 
Hunter-Liggett, California by the US ASC,0* it was noted 
that passengers could potentially be ejected from the troop 
area of the HMMWV troop carrier version since no 
individual restraint system was provided. The TACOM 
Safety Office commented, 
"Unfortunately.thereartroopseatingareaisnobetterthan 
the seating presently used in other Army systems. If 
meaningful protection is to be provided, the troop seating 
area has to be looked at as a system. Seats should be 
permanently attached (preferably facing the front of the 
vehicle) in accordance with Federal Motor Vehicle Safety 
Standard207.Seatbeltsshouldbeprovidedinaccordance 
with FMVSS No. 208, 209, and 210. In addition, the 
passenger space should be protected by suitable rollover 
protection so that crew members in the rear area are 
providedthesame degreeofprotectionasthose passengers 
in the presently permanently attached seats."{c) 

(a) TACOM Safety Office, AMSTA-CZ, Accident Report 
Analysis Ml 13 Series Vehicles Alleged Material Defects 
FY81-1 April 1985, U.S. Aimy Tank and Automotive Com- 
mand, Warren, ML June 1985. 

(b) Letter, Subject: High Mobility Multipurpose Wheeled 
Vehicle (HMMWV), USASC, PESC-SE, 3 December 1984. 

(c) Letter, Subject: High Mobility Multipurpose Wheeled 
Vehicle (HMMWV) Safety Concerns, TACOM, AMSTA-CZ 
with AMCPM-TVL concurrence, 18 January 1985. 
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These requirements, together with the SAE Roof Crush 
Test Procedure, should have been included in the specifi- 
cation. Instead, these vehicles were produced without 
passenger restraints or rollover protection in the troop 
seating area. 
One measure of the effectiveness of the Army system 
safety program is the degree to which it influences the 
design of Army materiel to minimize residual risks of 
fielded systems. The closest that the Army system safety 
professional may ever get to designing a new system is in 
contributing to requirements and contractual documenta- 
tion. The documentation flow builds on these initial 
documents; e.g., specifications and subsequent test and 
evaluation issues are based on initial requirements docu- 
ments. Therefore, safety performance standards and system 
safety design criteria must be included from the beginning 
in the requirements documents for maximum effective- 
ness. Sweginnis (1987)pointsouttheneed for similar care 
in the system safety portions of RFPs. Unfortunately, 
early safety input too often includes only boilerplate state- 
ments thatdonotcapturelessonsleamed.Forexample,the 
RFP for phase I of the BFVS Block Ü Modification« 
stated, 
"The vehicle modifications to be developed under this 
contract shall comply with applicable human factors 
engineering, safety and health design, performance and 
operational requirements and not present uncontrolled 
safety and health hazards to personnel throughout the life 
cycle of the system." 
This general statement is necessary but may not be suffi- 
cient to focus designers' attention on specific issues, such 
as the impact of modifications on the swim capabilities of 
theBFV. 
Safety requirements ultimately contribute to mission ef- 
fectiveness and therefore have as much place in early 
requirements documents as reliability, maintainability or 
mission performance factors. In a battlefield scenario, a 
mishap has the same impact as losses due to enemy action. 
A BFV at the bottom of the river due to a mishap has the 
same impact as a mobility kill due to engine failure; both 
result in potential system loss and definite mission impact 
Similarly, the loss of an Apache due to inadvertent use of 
the chop collar control at low altitude precludes accom- 
plishment of the current and future missions, just as does 
a loss due to enemy fire. Therefore, system safety input 
into the earliest requirements documents is a strategic 
necessity. 
The TRADOC centers and schools produce most of the 
initial requirements documents. While there are other 

combat developers, TRADOC is the major combat devel- 
oper in the Army. Until recently, there have been no 
trained system safety personnel in the TRADOC centers 
and schools to ensure that technical safety lessons learned 
were gathered and incorporated into initial requirements 
documents. Now, several entry-level safety engineering 
positions have been filled at a few of the centers and 
schools. 

3.1.6 Testing Limitations In Hazard Identifica- 
tion 

Testing is limited by availability of resources 
and  may not  be rigorous enough to detect 
specific  hazards.  ;■.;. 
The final development test report of the BFV00 stated, 

"Insufficient developmental testing has been accomplished 
invariousareasincluding, .floating and swimming, dueto 
time constraints." 
The vehicle swim capability was tested in calm water with 
no current This time constraint was partially imposed by 
Congress when, in 1977, it directed in public law that first 
production of the BFVS would take place by May 1981. 

An Apache special taskforcereport on technical andsafety 
issues noted, 
"There are numerous components on the AH-64 that have 
not had the qualification effort completed during the Phase 
II stage (Engineering Development). Many of these quali- 
fication efforts were deferred to be demonstrated and 
substantiatedinpreproductiontestingandtheFirslArticle 
Test. In general, many of the components require issues to 
be resolved or testing to be completed." <e> 

Time, funding and sample limitations mean that certain 
low probability or time-dependent hazards may not be 
observed during testing. The TOW missile launch motor 
case rupture hazard involved stress corrosion cracking, 
which did not result in mishaps until years after fielding. 

Test directors and test personnel have not had adequate 
system safety training, and system safety personnel do not 
usually have direct involvement in testing, as do human 

(a) RFP DAAEO7-85-R-R023. BFVS Block H Modification, 
Phase I, 1985. 

(b) Final Report Development Test Ilk (DTIIA) of Infantry 
Fighting Vehicle and Calvary Fighting Vehicle, TECOM 
Project 1-VC-030-IFV-007, Aberdeen Proving Ground, MD, 
February 1981. 

(c) Apache Special Task Force Technical and Safety Issues, 
November 1987. 
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factors engineers. During the operational testing of the 
HMMWV, there were several test incidents. Some of these 
were attributed to operator error and some were defined as 
"operational mission failures." The report states, 

"CandidateHMMWVsandbaselinevehicleswereinvolved 
in accidents during the operational testing. Of major sig- 
nificance is that no serious injuries resulted from these 
accidents.Materialdamagevariedfrommajortominor.In 
most cases, the exact cause of the incident could not be de- 
termined. While undoubtedly some number of the acci- 
dents were caused by operator error, others were the result 
of the characteristics of the vehicle." M 

The independent evaluation of this operational test noted 
that five of the nine incidents were considered major 
accidents including one 360° rollover*' 

Testing is expensive, and it is necessary to maximize the 
data obtained during testing. User testing is the closest 
approximation to field use available while the contractor 
is still responsible for the design. This is a strategic 
opportunity for verification of system safety in the use 
environment System safety trained user test personnel, or 
qualified system safety engineering support for observa- 
tion of operational tests and investigation of test incidents 
rmghthaveyidded more useful data related to theadequacy 
of the HMMWV design. 

The Combat Systems Test Activity (CSTA) reports that 
it has a contractor providing system safety training for test 
engineers. Such training is relatively new and notavailable 
to all TECOM sites or to user test directors. The system 
safety engineer is available to help support CSTA test 
directors. 

Army system safety personnel are not usually involved in 
engineering or user testing. A directive for USASC in- 
volvement with HMMWV testing noted that the Army 
ViceChief of Staff upon reading abouta HMMWV drive- 
shaft problem, said, 

"This is why the USASC needs to be in early on system 
developments." 

The USASC observed HMMWV user testing at the 
Combat Developments and Experimentation Command, 
Ft. Hunter-Liggett, California. This was the first time that 
any qualified system safety personnel had been directly 
involved in HMMWV testing. Some of the hazards noted 
by USASC had not been previously identified. 

3.1.7 Fielded Systems 
System safety personnel do not participate in 
post-fielding system reviews of ground sys- 
tem« at «ser sites, 

Theprincipalmeansofuserfeedbackonsystem hazards are 
Mishap Reports, Quality Deficiency Reports (QDRs) and 
EquipmentlmprovementReportsCEIRs). For the selected 
systems, these reports were notusedtoreport "near misses 
or close calls." One safety office reported that they had 
some success in obtaining such information from Logis- 
tics Assistance Office reports from user sites. 

The field visits conducted in conjunction with this study 
revealed new potential hazards andprovidedabetter under- 
standingof the natureof previously identified hazards (see 
Sections 3.3.2 and 3.3.6). 

3.2 Risk Assessment 
Risk is a measure of possible loss in terms of the severity 
and probability of a hazard. Risk assessment is conducted 
by contractors, testers and Army system safety personnel 
supporting the PMOs. Risk assessment is the process of 
estimating the severity and probability for each identified 
hazard. Hazard severity can usually be accurately predicted. 
Prediction of hazard probability, however, is more diffi- 
cult This section addresses problems in estimating and 
interpreting hazard probability that may contribute to 
errors in risk acceptance and thus lead to higher mishap 
rates than expected for residual hazards. 

3.2.1 Estimating Human Reliability/Human 
.wwv..v...!|TOr Rates   _w^ __ V,.A„...„..,., 

itfeä|% 

One problem in estimating hazard probability is the lack 
of any method for predicting human reliability or, con- 
versely.human error.Nostandardized method ofpredicting 
human reliability such.as that describedbyBellandSwain 
(1985), has been adopted to reduce errors in assessing 
hazard probabilities involving human performance. 

(a) High Mobility Multipurpose Wheeled Vehicle US. Army- 
US. Marine Corps Operational Test II, OTEA, Falls Church, 
VA, January 1983. 

(b) Independent Evaluation of the High Mobility Multipur- 
pose Wheeled Vehicle (HMMWV) Operational Test II (OTII), 
OTEA, Falls Church, VA, March 1984. 
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The HMMWV rollover probability without control meas- 
ures was described as "occasional" in the HMMWV 
production Safety Assessment Report.**' With 

"proper crewtraimngjamiliaritywithvehiclecharacteris- 
tics and compliance to MIL-STD-1180" 

the hazard probability was reassessed as "improbable," 
which for theHMMWV fleet would mean thatrollover was 
"unlikely to occur, but possible." MTL-STD-1180does 
not deal with roll stability but does address rollover 
protection and seatbelts. Conformance with this standard 
would reduce only the severity of a mishap. Therefore, the 
reduction in hazardprobability due to the control measures 
listed is strictly user-dependent. The 26 rollovers reported 
from fielding in CY 1983 through CY 1987 show that 
rollovers across the HMMWV fleethaveoccurred "several 
times" and that either the original hazard probability of "oc- 
casional" was correct or theassumptions regarding training 
were incorrect 

Design of the Apache chop collarcontrol also failed to take 
adequate consideration of the potential for human error.The 
Apache System Hazard Analysis Report0* rated the hazard 
severity as critical and the probability of the inadvertent 
activation of the chop collar at the lowest level (see 3.3.4). 

3.2.2 Consideration of Exposure 
Exposure; ■ is. ■'■ not\.:iusualiy IJBO&iafred':*n";ihe 'risk 
as^essraenppro^ 
Risk assessment cannot be properly interpreted without 
considering exposure. MIL-STD-882 hazard classification 
guidance only indirectly accounts for exposure in terms of 
the life expectancy of the item or inventory. It does not 
address exposure in considering users or time-dependent 
events. 
TheBFVturretshield door crushing hazard was assessed as 
having a remote probability; i.e., "unlikely but possible 
to occur in the life of an item." The low assessment of 
probability could lead one to accept therisk associated with 
this hazard if there was no consideration of exposure. Given 
thatproductionof theBFVbeganinMay 1981 andreached 
2900 vehicles in April 1988, one can conservatively 
estimate potential exposure at over 14,000,000 passages 
of crew members through this doorway over this period. To 
be caught in the doorway requires that an individual is in 
the doorway when the turret is rotated. That individual 
must have failed to ensure that the turret power was off and 
failed toengage the turretlockThecontractorhadreported 
that their test operators had failed to engage the turret lock 
prior to exiting the turreL<c) Further, personnel entering the 
turret couldnotreadilydeterminewhetherturretpowerwas 

on or if the turret travel lock was engaged. The Al version 
included turret drive warning lights at the doorway visible 
to those entering the turret. Even a probability of one such 
incident in a million could therefore result in 14 door- 
crushing mishaps. Mishap data contained 14 incidents 
through August 1987. The PMO authorized investigation 
of a turret door interlock in April 1987 after a soldier was 
pinned inaBFVturretdoor in Germany. This indicates that 
a low probability of occurrence is not sufficient justifica- 
tion to accept a hazard; exposure must also be considered. 

Thisexamplealso shows thatexamination of exposure can 
highlightareaswherehumanperformanceandhuman error 
rate considerations impact risk. The overreliance on human 
performance in hazard control (see Section 3.3.5) empha- 
sizes the need to consider exposure in addition to the risk 
matrix shown in MBL-STD-882B. 

Consideration of exposure is standard practice in the 
assessment of health hazards involving toxic chemicals or 
physical agents, such as noise. There is obviously no risk 
if there is no exposure, regardless of the concentration of 
a toxic chemical, the intensity of a physical agent, or the 
probability that they will be present 

The exposure factor is also useful in considering time- 
dependentevents or the simultaneous occurrenceof events. 
The HMMWV fuel tank has a drain plug that can be pulled 
out like a rubber stopper. This event, reported in category 
2 EIR/QDRs, has not resulted in any fires or system 
damage. In this case, the hazard exposure factor could be the 
probability that a source of ignition will be present 

3.2.3 Hazard Probability - Getting Down to the 
Numbers 

and :::^y;flii«iha^^*8irard probabiföty ^tegörks 
Ijriljainb 
MEL-STD-882 is the basis for risk level definition and 
determination by both contractor and Army system safety 
personnel. 

(a) Safety Assessment Report (Final) (HMMWV Production), 
Contract DAAE07-83-C-R034, LTV Aerospace and Defense 
Co. AM General Division, Livonia, ML August 1984. 

(b) Jacobs, RJL, System Hazard Analysis Report, Report No. 
77-HA-8004, DAAJ01-77-C-0064, Hughes Helicopters, 
June 1975. 

(c) Bradley Fighting Vehicle Safety Statement, Contract 
DAAK 30-80-C-0022. DI-H-1322A, FMC Corp, Ordnance 
Division, San Jose, CA, December 1981. 
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The definition of hazard probability in MIL-STD-882 is 
inconsistent Itdescribes hazard probability as "theaggre- 
gate probability of occurrence of the individual hazardous 
events that create a specific hazard." It later describes 
hazard probability as a rate. Unfortunately, the qualitative 
hazard probability categories provided in the example are 
based on the expected life of the system or fleet rather than 
on the measures of use. 

Hazard probability category definitions may be tailored to 
program objectives as long as the contractor and the PM 
concur. However, the qualitative definitions for each level 
in the example in MIL-STD-882 are usually adopted 
verbatim by contractors and the Army. This standard 
provides no equivalent quantitative example of hazard 
probability categories. 

In the qualitative example, hazard probability definitions 
for both the item and the fleet or inventory are confusing. 
There is no clear distinction between the definitions for 
occasional and remote hazard probabilities for the individ- 
ual item, or between remote and improbable hazard proba- 
bilities at the fleet level. 

Hazard probability categoriesoftenserveonlyasarelative 
ranking of hazards in the early stages of development. 
However, ambiguous definitions make it hard to question 
the hazard assessment and, worse, may result in a hazard 
being accepted when further corrective action might have 
been warranted. 

The only system in this study where the contractor used 
quantitative hazard probabilities was the initial develop- 
ment of the TOW missile. Component and subsystem 
reliability data were used, together with accumulated test 
data, to provide estimates of hazard probability. 

At some point in the development of any major system, 
the acquisition decision maker must get down to the 
numbers to estimate the projected losses that can be 
expected if a given hazard is accepted. However, the 
qualitative assessment developed by the contractor is not 
often converted to a quantitative assessment This is 
usually true even after the system is fielded and actual rates 
can be calculated. Theoneexceptionnoted in this study was 
that the PMO has calculated the hazard probability rates 
for the three major residual hazards of the TOW missile. 

3.3 Hazard Control and Evaluation of 
Control Measures 

Control of hazards involves the selection and evaluation 
of control measures. This section discusses causes of 
residual hazards associated with the hazard control proc- 
ess. 

3.3.1 System Safety Design Guidance 
System  safety design1 guideline*, have not been 
recorded in; a. forraat.:-:that tan be referenced in 
^cinca^ns'^;aitd.^ade^:a}Kailal>)e to: contractor 
designers l.:iiand  System;::::- safety ./befSOnbel«'-- <?:->|:;f.::. 

When system safety design guidelines are only kept in the 
Army's institutional memory, they are easily lost or over- 
looked. They are notavailable to contractors designingnew 
systems. User comments regarding system hazards during 
this study often pointed to prior system designs that 
eliminated or controlled the problem. 

One contractor indicated that they maintain their own data 
base of safety design lessons learned. This indicates that 
there may be barriers in both directions: the Army may not 
benefit from safety design guidance developed by the 
contractor. 

There is a lack of appropriate safety standards or handbooks 
available to provide guidance for the design of Army 
materiel. There is limited system safety design guidance 
contained in the Tri-Service human factors MIL-STD- 
1472 and MIL-HDBK-759, but this guidance is insuffi- 
cient for Army systems. 

An Army system safety design handbook was proposed in 
1978, with one objective being to 

"actasafocalpointfor safetyengineering designfeedback 
from developers, testers, manufacturers, and the field." w 

This proposed handbook has since been divided into a 
general system safety handbook and a series of commod- 
ity-specific safety design handbooks. Only one of these 
handbooks is reported to have been issued to date. 

3.3.2   Early User Review of Proposed Hazard 
Control Measures 

review ^ 

User involvement tended to come during testing when the 
design was fixed. The HMMWV visibility problems iden- 

(a) RFP 79-02-1686 under Government Prime Contract No. 
DAAG34-73-C-0051, Safety Engineering Design Guide for 
Army Materiel, 1979. 

(b) Prost, Major W. A., Independent Evaluation of the High 
Mobility Multipurpose Wheeled Vehicle (HMMWV) Opera- 
tional Test 11 (OTII), ffiR-OT-054, OTEA, CSTE-ED, Falls 
Church, VA, March 1984. 
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tifiedduringtestingcouldnotbeeliminated.Thecontractor 
was limited by the existing configuration in the modifica- 
tions that could be made. 

The double hearing protection requirement for the BFVS 
illustrates the need for user input in determining if control 
measures are realistic before they are adopted. Interviews 
with 43 BFV crew members revealed only one person who 
uses double hearing protection when the gun or vehicle is 
operated. Most crew members indicated that the use of 
double hearingprotection interfered with communication. 
Double hearing protection was considered unacceptable for 
use by troops in regard to requirements for the TOW/ 
HMMWV gunner.00 Such input could change the entire 
risk picture (see 3.5.4). Early user input on lack of 
protection of HMWWV "air guards" in a collision or 
rollover might also have resulted in a better design. 

3.3.3 Validation of Control Measures for 
Known Hazards 

!tiiere::&^ 
the control^jri«|wi^:x^;::seww:^^::«ir^t^ 
strpphfc)hazar^ 

Most residual hazards were identified prior to testing. 
However, their control measures may not have been 
specifically verified. Tests criteria are based on the Re- 
quired Operational Capability (ROC) or performance 
requirements in the specifications, which often do not 
include adequate safety performance requirements. 

Hazard information provided in Safety Assessment Re- 
ports (SARs, previously called Safety Statements) has 
been used to ensure safety of testpersonnel. Ithas not been 
routinely used as a basis for test planning to ensure that 
systems are safe. 

Technical safety testing is conducted to identify and 
evaluate hazards associated with the systems being tested. 
The principal system safety Test Operations Procedure 
(TOPy0 contains no requirement to systematically verify 
the adequacy of hazard control measures for severe haz- 
ards identified in contractor hazard analyses or in the SAR. 
The emphasis of this TOP is on inspections to identify 
residual hazards and safety subtests to evaluate safety 
criteria from requirements documents. 

User-dependent control measures are verified to the extent 
that the userisnotinjuredduringtesting.No test personnel 
were crushed in the turret shield door during testing of the 
BFV, but the adequacy of the control measures to prevent 
such incidents was never verified, even though this was 
identified as a severe hazard. 

3.3.4 Compliance with Standards 
Contractor compliance with, standards may be 
{erroneously interpreted as  proof of meeting 
specific system safety criteria. 

Compliance with standards is not sufficient evidence to 
judge that control measures are adequate. 

A principal cause of the Apache chop collar hazard (see 
3.3.5) was failure to validate the adequacy of the control 
measures. The use of a detent was one method prescribed 
in MDL-STD-1472 forprevention of accidental activation 
of controls. The Apache System Hazard Analysis Report*' 
rated thehazard severity as critical and the probability of the 
inadvertentactivationofthechopcollaratthelowestlevel. 
The contractor later concluded,(c) 

"The engine cut switch is designed to be unique to prevent 
inadvertentenginecut.Thehazardiseliminatedbydeägn." 

No testing was completed to evaluate the adequacy of this 
control measure or to determine if it was appropriate in this 
situation. 

MIL-STD-1290 permits a contractor to evaluate the 
airframe's structural crashworthiness by analysis due to the 
high costs of destructive testing. However, there was no 
evidence that the methodology used for this analysis of the 
Apache crashworthiness was ever validated by the Army. 

3.3.5 Overreliance on Human Performance in 
Hazard Control 

Jhere is an "unnecessary reliance on user- 
dependent hazard control measures that could 
be eUinJnateä by design* 

Human performance was clearly an issue in half of die 
residual hazards selected for this study. It becomes a 
potential issue wherever administrative hazard control 
measures are used. 

The Apache chop collar (see 3.1.4) and the BFV turret 
shield door hazards provided the clearest examples of 

(a) System Safety Engineering, Test Operations Procedure 
(TOP) 1-1-060, TECOM, AMSTE-RP-702-100, Aberdeen 
Proving Ground, MD, April 1986. 

(b) Jacobs, RL., System Hazard Analysis Report, Report No. 
77-HA-8004, DAAJ01-77-C-0064, Hughes Helicopters, 
June 1975. 

(c) Jacobs, R.L, System Safety Statement for the Phase 2 
YAH-64 Advanced Attack Helicopter, Report No. 77-SS- 
0010, DAAJ01-77-C-0064, Hughes Helicopters, December 
1977. 
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design-preventable situations where performance-shaping 
factors, such as task loading or inadequate human engineer- 
ing design, could predispose crew members to errors that 
could result in mishaps. 

The December 1977 Apache System Safety Statement 
idf ntified the hazard as 

"Loss of aircraft due to inadvertent engine cut during 
critical flight phase caused by similarity between the 
engine cut switch andfriction devices on other aircraft." 

It was noted that the Apache chop collar control, aknurled 
ring around the collective stick, closely resembles the 
collective friction control in the Huey and that 

"the engine switch should be unique." 

Rather than changing the location or design of this control, 
a detent was added that required the user to push the collar 
forward and then rotate it to chop or restore engine power. 
No human factors evaluation of this control was made to 
detennmeeffectivenessofthedetentinprecludinginadver- 
tent engine cut during normal operation of the collective. 
The hazard was clearly identified. The hazard probability, 
which reflectshumanerrorrates, was assessed at the lowest 
level. This hazard probability appears in retrospectto have 
been overly optimistic. Two aircraft have been destroyed 
and and four persons injured as a result of this residual 
hazard. 

Following these incidents, a Safety of Flight message04 

was issued in August 1987 to alert users to the potential 
for inadvertent activation of the chop collar with supple- 
mental information in the Technical Manual (TM) and to 
require that the chop collar be painted yellow to emphasize 
"meemergencynatureof its function," AMaintenanceln- 
formation message^was issued in February 1988 to pro- 
vide advanced noticeofanurgentModification Work Order 
for installation of a break wire on both chop collar controls 
and to provide changes to TMs. These measures have 
reduced mehazardprobabUity.bmmey have noteliminated 
the hazard. Since a pilot may operate a control by feel, 
painting the chop collar has not eliminated the potential for 
inadvertent activation. The use of break wire is also not a 
suredeterrentto human error. Further,theuseofbreakwire 
may cause confusion or delay the proper operation of the 
chop collar in an emergency that requires its use. Pilot 
comments regarding the chop collar noted in Section 3.3.6 
indicate a recognition of an error-prone situation, possibly 
from near-miss experiences. 

The BFV safety statement'4 recognized the potential for 
occupants to be injured in the turret doorway when the 
turret turns if the travel lock has not been engaged and 

turretpower turned off. Acommentconcerning validation 
of this procedural control in the safety statement indicates 
that 

"Failures to lock due to human error have been noted when 
procedures were notfollowed." 

The Army Human Factors Engineering Analysis*"0 did not 
address the human error issue but did express concern over 
incomplete engagement of the turret lock. There were 14 
Army mishaps in the ASMIS database through August 
1987 involving individuals who had suffered crushing in- 
juries in the turret shield door. FMC recorded 17 such 
mishaps through July 1988. 

Too often, users are asked to compensate for hazards that 
could have been eliminated or controlled by design. This 
was evident in examining HMMWV visibility problems. 
In a Human Factors/Safety AssessmentReportby the con- 
tractor on Dual-Net Communications Kits,(f) it was found 
that 

"... drivers could eliminate or reduce the amount of vision 
obstruction through the right side windshield by sfufdng 
their headanduppertorsoforwardandinboard(towardsthe 
radios). Using this procedure, the drivers were able to safely 
perform righthandturnswhile avoiding groundobstacles." 

(a) Jacobs, R.L, System Safety Statement for the Phase 2 
YAH-64 Advanced Attack Helicopter, Report No. 77-SS- 
0010, DAAJ01-77-C-0064, Hughes Helicopters, December 
1977. 

(b) Message, AVSCOM, AMSAV-XSOF, 201330Z, Safery- 
of-Flight Message, Operational, AH-64A Aircraft, Operation 
of Engine Chop Collar {AH-64-87-18} {TB 55-1520-238- 
20-23}, August 1987. 

(c) Message, AVSCOM, AMSAV-XSOF, 122000Z, Mainte- 
nance Information Message, AH-64 Aircraft, Advance Notice 
of MWO for the Modification of Engine Chop Collar {AH-64- 
88-MIM-02}, February 1988. 

(d) Bradley Fighting Vehicle Safety Statement, Contract DAAK 
30-80-C-0022, DI-H-1322A, FMC Corp, Ordnance Division, 
San Jose, CA, December 1981. 

(e) Human Factors Engineering Analysis (HFEA) for the In- 
fantry Fighting Vehicle/Cavalry Fighting Vehicle (IFV/ 
CFV), XM2/XM3, ASARCm, DRXHE-SP, U.S. Army Human 
Engineering Laboratory, Aberdeen Proving Ground, MD, 5 
December 1979. 

(f)K.\mz,M.L., Human Factors/Safety Assessment Report Dual- 
Net Communication System, LTV Aerospace and Defense Co. 
AM General Division, Livonia, MI, June 1986. 
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This indicates that if the driver is aware of obstacles, 
adaptive behavior (peering around the radio equipment) can 
compensate for restricted visibility. Adaptive behavior 
may not compensate when the driver is not aware of 
obstacles, pedestrians or approaching vehicles in thisblind 
spot Several other visibility problems were noted with the 
HMMWV during development Modifications to improve 
visibility were made, but they were limited by the existing 
design configuration. An April 1986 Safety of Use mes- 
sage notes, 

"The small side mirrors of the HMMWV provide limited 
rearward vision. Drivers must be particularly alert when 
backingvehiclesandreargroundguidesmustbeusedtothe 
maximum extent possible." 

Visibility was a primary or contributing factor in 26 
HMMWV mishaps from December 1985 through Febru- 
ary 1988. 

3.3.6 Safety Evaluation Fielded System Per- 
formance 

Arii^ 
lasers of recerit jy fielded: i ;$ysteo»s\ß as a means: of 
evaluating theadequacy J^j^rrf^^pr^iMd 
ofctatniitg suggested «wtfrol measures from 1t»e 
field.      '      \   - '■     ^ ,    - . 

Actual safety performance is not routinely compared to the 
expected risks from accepted residual hazards. The use of 
mishap reports to evaluate the safety performance of 
systems does not capture low-severity hazards due to 
reporting thresholds or information from near-miss inci- 
dents (see 3.S.S for other limitations). Initiatives to study 
the highest injury-producing systems are a step in this 
direction, but this overlooks die comparison with the 
Army's expectations from the risk management process 
and comes after the injuries have occurred. 

A questionnaire was given to Apache pilots at Ft. Hood 
asking them to list problems experienced or concerns 
regarding each prefhght check area. In the 20 survey 
responses, several comments were maderegaiding the chop 
collar control: 

"Often when reversing polarity, I worry about sliding my 
hand up on the chop collar." 

"Chop collar is in a very dangerous location.1" 

"Not sure if a chop collar is necessary." 

"Chopcollarisbad!" 

Such pilot inputs could be very useful in reducing residual 
hazards and in developing safety design lessons learned. For 
instance, 13 of 20 pilots expressed concern with the fuel 

management system, stating that certain combinations of 
switches could cause inadvertent engine failure due to fuel 
starvation. Most pilots thought the system cumbersome 
and error prone, requiring excessive attention for normal 
balanced flight It is clear that the fuel management system 
must be simple, reliable and intuitive to operate to avoid 
such problems. 

3.4 Risk Management 
Risk management is the process of balancing the impacts 
ofprojectedmishapsonresources,theacquisition program 
and mission against impacts of correcting the hazard on 
performance, cost andschedule.Thisrecognizesthatsome 
residual hazards will be accepted because controls are 
infeasible, would degrade system performance, or are not 
cost effective. This section discusses problems that could 
lead to inappropriate decisions in the risk management 
process or failure to make decisions with resulting unex- 
pected losses due to mishaps. 

3.4.1 Limitations of the Risk-Management 
Process __.,...,..._„,___ 

process^':; -no ■ ■' rbk-r)ttaoage»e^ 

The Army acquisition management system is a form of 
management by exception. Therefore, higher-level deci- 
sion makers tend to be concerned only with hazards that 
could become "show stoppers.'* A hazard is not usually 
considered to be significant unless it has been noted during 
testing. 

The Army test community classifies risks as deficiencies, 
shortcomings, suggested improvements or acceptable 
risks, based on definitions of these terms foundinAR310- 
25. TECOM uses these definitions in TOP l-l-Ol?*» com- 
bined with the MDL-STD-882risk matrix to classify risks, 
with deficiencies corresponding to high-risk levels on the 
matrix. The actual risk classification is reviewed and 
sometimesdebatedduringthescoringconference. Hazards 
that havebeen classified as deficiencies by the testcommu- 
nity will receive thorough review, since deficiencies are a 
bar to type classification. These high-risk hazards are 
elevated for Materiel Acquisition Decision Process 
(MADP)review,togetherwiÄa"getweuplan."However, 

(a) Classification of Deficiencies and Shortcomings, TOP 1- 
1-012, with Change 3, TECOM, DRSTE-AD-M, Aberdeen 
Proving Ground, MD, December 1985. 
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shortcomings or suggested improvements reported in test 
reports are much less likely to be corrected, regardless of 
the cost involved. Thus, residual hazards may be accepted 
without further review by higher acquisition management 
or documentation of risk-acceptance decisions. 

Risk-management decisions usually coincide with acqui- 
sition milestones. This tends to push risk decisions toward 
the end of the development phase, when there is less 
latitude for resolution due to financial and schedule con- 
straints. The TACOM Safety Office recommended no 
materiel release of the HMMWV Group I utility vehicles 
in June 1985w because of anumber of problems, including 
problems with the parking brake. It was recommended that 
in subsequent testing, the vehicle not be parked on slopes 
exceedlng20percentbecauseofbraketestperformanceand 
the lack of a park position on the automatic transmission. 
This was contested by the PM, who argued that this was 
not supported by any other functional directorate or 
AMSAA and that a proposed preventive-maintenance 
proposal would control the identified brake failures. This 
solution caused the least interruption of schedule for this 
Tri-Service vehicle. Retrofit of some 37,000 HMMWV 
brake systems is now planned using die parking brake 
system found on Group II vehicles. There is some concern 
that this new parking brake may not eliminate all past 
brake problems because this brake, like those on Group I 
vehicles,hasexperiencedbrakedragandoverheatingprob- 
lems resulting in warped rotors, glazed brake pads and 
melting of the adjacent main fuel tank. 

3.4.2 Hazards that Bypass Risk-Management 
Decisions^.. _.vwwv.„..w.VVWWWVVTOWUmv^_ 

pielr^f Is wt^ 
manag 
acquisition management commensurate with 

In this study, the terms acquisition management and 
decision makers include the PM and higher Army manag- 
ers with decision authority for a given program. 

While the supporting safety office uses all hazard infor- 
mation available, the hazards information passed on to 
higher level decision makers generally comes from test 
reports of technical, user, health hazard or human factors 
testing. Therefore the majority of hazard information 
initially generatedbythecontractor is never consideredby 
higher decision makers. If the hazard isn't identified during 
testing (or later through field experience), it is not consid- 
ered significant As shown in Section3.1.6, there aremany 
ways that hazards can go undetected during testing. There- 

fore, significantresidual hazards may never be identified to 
acquisition management 

Even though the BFV turret door crushing hazard was 
identified by the contractor and clearly described, it was 
never elevated to the PM or higher decision makers by the 
TACOM safety office, because no incidents were identified 
during testing. 

The supporting safety office acts as the Army's principal 
risk- acceptance authority in its determination of hazards 
that are judged torequire further resolution. Thesupporting 
safety office presents a safety position, rather than a 
statement of theriskandrecommendationsformedecision 
maker. When the user or the PM disagree with the safety 
office position, therisk-acceptancedecision ispassedon to 
acquisition management For major systems, AMC 
headquarters may also disagree with the MSC safety office 
position, thus forcing the PM to take action or justify risk 
acceptance. 

3.5 Communication of Hazards 
Information on system hazards may be generated through- 
out the life cycle, from system concept to disposal. The 
followingproblems involve inadequacies in thecollection 
and dissemination of such information. 

3.5.1 Hazard Tracking 
fjjerellllK 
used  throughout the acquisition: process^ 

The Army has not maintained hazard tracking systems for 
the selected systems. The USASC initiated a hazard 
tracking system for the Apache development but discon- 
tinued the effort due to lack of resources required to 
maintain this data base. It is apparent that contractors have 
tracked hazards at various points during system acquisi- 
tion, but it is not evident that this has been a consistent 
effort Early hazard analyses identify system hazards that 
may be used as the basis for a tracking system. Without 
such a system, it is difficult to determine what risk 
management decisions were made and what the expected 
risk had been at the point when the decisions were made. 

3.5.2 Unique Identification of Hazards 
When hazards are tracked by contractors, they 
are not always uniquely WentifietL 

This was noted in tracking the chop collar hazard for the 
Apache. The first mention of the chop collar is in a hazard 

(a) Jarvis, G.G., Certificate of Materiel Release (HMMWV 
Utility Vehicles), TACOM, AMSTA-CZ, 19 June 1985. 
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report in the Apache System Hazard Analysis of June, 
1975.(,) The chop collar was identified as a hazard (No. 
703011), even though the nature of the hazard and correc- 
tive action are somewhat unclear. The System Safety 
Statement of December 1977<b) makes a clear and concise 
statement of the hazard of inadvertent chop collar actuation. 
The hazard description (No. 703057) accurately identifies 
the possibility of inadvertent engine cut due to similarity 
between the chop collar and the collective friction control 
on other aircraft. Three hazards which are written up 
together in this section of the report address two different 
problems: inadvertent operation and single point failure. 
Twoof the hazards (Nos. 703054 and 703055) address two 
subtly different types of single point failures. Beginning 
with the January 1980 System Safety Statement,'"0 the 
subtle distinction is dropped and the two hazards are 
replaced by one hazard (No. 70401) which addresses single 
point failure. This hazard is reported as being closed by 
virtue of the use of dual-redundant chop circuits and 
switches. While descriptions of the chop collar control 
appear in subsequent safety statements, the hazard of 
inadvertent actuation seems to have "fallen through the 
cracks," until it caused two Class A mishaps nine years 
later. 

3.5.3 Systematic Hazard Closeout Process. 

A problem related to the lack of hazard tracking is the lack 
of a systemic hazard closeout process. There is no specific 
procedure or checklist to ensure that the identified hazard 
has been assessed, controlled with control measures veri- 
fied, accepted by the contractor and the Army, and admin- 
istrative control measures incorporated in manuals and 
training materials. Without a closed-loop hazard closeout 
process, system safety working groups and acquisition 
managers may overlook details in the acquisition process 
required for effective hazard control. 

3.5.4 Hazard Information Provided to Acquisi- 
tion Players 

been provided to jail players4in: the acquisition 
process to supjwrt ^ of 
their  system  safety responsibilities, 

Hazards information is only communicated to the tester in 
terms of whether a system is safe to test and under what 
conditions. Information provided to testers has not in- 
cluded a listing of all identified hazards and control 
measures. Therefore, Test and Evaluation Masterplans 
(TEMPs) and Test Design Plans (TDPs) do not provide an 

adequatebasisforsafetytesting. Certain hazards associated 
with performancerequirements in the specifications orpre- 
viously identified as deficiencies during testing received 
attention. However, many identified hazards were not 
communicated to the tester because control measures had 
been taken and no related mishaps had been recorded. 
Therefore, testing does not systematically evaluate the 
adequacy of control measures for all identified high- 
severity hazards (see 3.3.3). 

Guidelines have recently been developed regarding the 
content of Safety Assessment Reports (SARs) prepared 
by contractors or materiel developers/* These guidelines 
require 

"a comprehensive evaluation of the safety risks being 
assumed prior to test or operation of the system or at 
contract completion." 

One purpose of the SAR is safety of testing, but it sum- 
marizes prior system safety data and may be used to com- 
municate hazard information for safety verification pur- 
poses, as well. 

Regardless of the mechanism, care must be taken to ensure 
that available hazard information is translated into the 
necessary critical issues in theTestandEvaluation Master 
Plan (TEMP) and the test design plan. 

Decision makers above the PMreceive only hazards infor- 
mation on selected hazards. The decision-making process 
tends to limit the hazard information that is provided to 
higher-level decision makers, who areprimarily interested 
in issues that would prevent the system from moving into 
the next phase of development Only recently has the 
USASC begun to provide an independentsystem safety as- 
sessment for MADP milestone reviews. This independent 
line of reporting helps ensure that all significant residual 

(a) Jacobs, R.L, System Hazard Analysis Report, Report No. 
77-HA-8004, DAAJ01-77-C-0064, Hughes Helicopters, 
June 1975. 

(b) Jacobs, RL., System Safety Statement for the Phase 2 
YAH-64 Advanced Attack Helicopter, Report No, 77-SS- 
0010, DAAJ01-77-C-0064, Hughes Helicopters, December 
1977. 

(c) Johnson, H. and Morris, R., System Safety Statement 
YAH-64 Advanced Attack Helicopter, Report No. 77-SS- 
0016, DAAJ01-77-C-0064, Hughes Helicopters, January 
1980. 

(d) Mossa, M. et. al., Guide for the Development of Safety 
Assessment Report (SAR), USACSTA-5472, U.S. Army 
Combat Systems Test Activity, Aberdeen Proving Ground, 
MD, August 1987. 
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hazards reach the decision makers and counters the "silent 
safety program" image that was noted in the NASA 
Challenger accident investigation. 

Combat Developers have not received early information 
on hazards in order to provide input on the reasonableness 
and adequacy of control measures at a point when alterna- 
tive control measures could be more readily implemented. 

3.5J5 Communicating Risk to Decision Makers 
Simple hazard descriprJoas and reassessment 
information alone are tosufflcjfent for making 
risk-management dadsiftns.  .. 

The decision maker needs to have a sense of the projected 
"costs" of hazard acceptance. These costs include expected 
dollar losses from deaths, injuries, or occupational illness 
ordamageorlossofequipmentorproperty.Programmatic 
and mission impacts of hazards must also be considered as 
part of the "costs" in risk-management decisions. 

Risk information provided to decision makers varied con- 
siderably. Safety Certificates of Materiel Release and 
Safety and Health Data Sheets sometimes included just a 
description of the hazard and how it was identified. 
Sometimes it included a Risk Assessment Code (RAQ in- 
cluding qualitative hazard severity and probability levels 
from MIL-STD-882. 

Developer's safety reports and user and technical test re- 
ports provide the basis for risk assessments. For example, 
estimated failure rates were providedforcomponentsof the 
TOW missile in the failure mode and effects analysis for 
the launch and flight motors in the safety statement.*4 The 
TACOM safety office used test data to providedescriptions 
and assessment information on various HMMWV hazards. 

Risk information provided to decision makers is not 
communicated in terms that can be easily compared in 
trade-off decisions. The HMMWV brake hazard descrip- 
tions did not include any projections of dollar losses, loss 
rates, or of the mission impacts the brake hazards might 
have in the field.04 It also did not suggest programmatic 
impacts, such as costs for parking brake retrofits. Such 
information would have provided the decision maker with 
the "costs" ofriskacceptance for comparison with system 
performance, schedule and cost 

Although the conflict between the BFV noise hazard and 
communication was described by the TACOM safety 
office/"0 no projections were made of potential hearing 
losses or mission impacts from this hazard. Interviews of 
43 BFV crew members during this study revealed that only 
one person used double hearingprotection. Most reported 
that it interfered with communication. The Army Envi- 

ronmental Hygiene Agency reported that limited audiom- 
etric data on armor senior sergeants (MOS 17Z) indicates 
that 41 of 177 (23 percent) individuals tested have suf- 
feredacompensable hearing loss. In 1987, Army compen- 
sation claims where hearing loss was the primary disabil- 
ity amounted to $177316,500.(d) 

For the HMMWV troop carrier, which has no rollcage or 
seatbelts for troops transported in the cargo area (see 
3.1.5), no comparisons of costs to projected losses were 
found to supportadecision by the Army to accept this risk. 

3.5.6 Providing Safety Information to the Field 
FieW örgani:»rtioäs Jwve trouble keeping^ isfth the 
türrent|raiuS:0^ 

Both the FL Lewis and Ft. Hood installation safety offices 
identified problems tracking safety messages, such as 
Safety-of-Use, Safety-of-Flightand Ammunition Suspen- 
sion messages. These tend to be received from multiple 
sources and, in some cases, have not been sequentially 
numbered. There is no single source where an individual 
can go to ensure that one of these messages has not been 
missed or to determine the status of restrictions that may 
have been imposed. 

One of the BFV trim vane collapse mishaps noted that the 
trainers were not aware of special strapping procedures 
recommended in a Safety-of-Use message to secure the 
locking link and release lever. 

A BFV swim task force reporr*0 stated, 

"The observation that the field does not have complete sets 
oftechnicalmanualsandchangepackagesparallelsanin- 
completeness in Safety-of-Use messages. Units do not 
reliablyreceivethese water operationrelatedmessages.... 

(a) Dichter, Hi»., Engineering/Service Test Safety Statement 
Tow Heavy Assault Weapon, Report No. TOW-T20, DA-01- 
021-AMC-13626(Z), Hughes Aircraft Company, Culver 
City, California, July 1966. 

(b) Jarvis, G.G- Certificate of Materiel Release (HMMWV 
Utility Vehicles), TACOM, AMSTA-CZ, 19 June 1985. 

(c) Certificate of Materiel Release (M2/TFV and M3/CFV with 
TMDE (STE-M1/FVS and DSESTS-M1/FVS), TACOM, 
AMSTA-CZ, 22 December 1982. 

(d) Telephone conversation with the AEHA Hearing Conser- 
vation Office, Aberdeen MD regarding audiometric data main- 
tained in the Ft Detrick, MD data center, April 21, 1988. 

(e) Singh, G.B., et. al., PMO Sponsored BFV Swim Task 
Force, FMC Final Report, STS VI, Contract DAAE07-86-C- 
R128, W/D 100-430-606, FMC Corporation, Ordnance 
Division Engineering, San Jose, CA, December 1986. 
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Field personnel apparently do not know what basic docu- 
ments they should have, and do not know what revisions 
apply to those documents. This observation includes 
Safety-of-Use messages. The task forcefound no evidence 
of a 'closed loop' system." 

The increase in the number of special safety messages to 
the field for theselected systems compared to prior systems 
is indicative of the complexity of newer systems. It is also 
reflects increasingly conservative public safety expecta- 
tions that influence contractor and the Army safety man- 
agement practices. However, the problem is not the 
reduction of safety messages; it is the reduction of the 
residual hazards which make such messages and restric- 
tions necessary. 

3.5.7 Feedback on Safety Performance of 
Systems  

Contractors have had problems obtaining ade- 
quate ;;; J^b ack^on the safety perfoonance of 

In the past, contractors didnotautomatically receivedmis- 
hap and other safety performance data on their fielded sys- 
tems. This impeded timely identification, evaluation and 
resolution of hazards. Contractors can now make a one 
time request to receive quarterly reports of mishap data for 
the duration of their contract Most contractors depend on 
the Army for feedback on system safety performance. 

Contractors for major systems may have representatives in 
the field as independent sources of hazard information. 
Such information can provide an independent check on the 
safety performance data collected in the ASMIS system. 
The contractor for the BFV trackeda listof currentresidual 
hazards obtair^ from field representatives andreported on 
the status of each open item atquarterly meetings with the 
PMO's system safety working group. Specific mishap 
data on turret door crushing mishaps was requested from the 
ASMIS data base by the contractor to confirm its reports. 

Both Army andcontractor system safety personnelreported 
that Army mishap reports for ground systems do not 
contain sufficient detail to serve as a good system safety 
tool. The DA 285 mishap report forms lack necessary 
system safety and human factors data to perform detailed 
causal analysis. Often the quality of the report is poor 
because the form is completed by a "unit safety officer- 
having little or no training in accident investigation and its 
relationship to system safety. Installation safety offices 
that provide training for the unit safety officers are 
frustrated by the high turnover rate among unit safety 
officers. There is no military occupational specialty 
(MOS) for these individuals similar to that for aviation 

safety officers, and mishap investigation is often viewed in 
terms of fault finding rather than mishap prevention. 

For mishaps that require investigation by the installation 
safety office, notification often occurs days to weeks after 
the mishap has occurred, making it very difficult to con- 
duct a worthwhile investigation. One of the TOW launch 
motor case rupture incidents involving National Guard 
exercises at the Yakima Firing Range was not reported to 
the Ft. Lewis safety office until over three weeks after the 
incident, when heavy damage to the launcher was noted by 
maintenance personnel. 

System safety personnel indicated that mishap reports 
provide a sense of potential problems, but they rarely 
pinpoint a residual hazard because they lack the necessary 
specificity. For this reason, system safety personnel use 
various data sources to obtain further clues to residual 
risks. The use of EIRs and QDRs to supplement mishap 
reports was infrequent but useful when provided. Some 
significant TOW system safety incidents were identified 
through firing reports rather than in the mishap data base, 
because they did not meetreportability criteria; the missile 
was considered to be expended, so no loss was incurred. 

3.6 Other Contributing Factors 
Some causes of residual hazards were difficult to link to 
specific hazards, because they are even more fundamental 
in nature than most of the causes previously discussed and 
apply across the residual hazard sourcecategories. They are 
derived from an overview of the reasons behind the prior 
systemic causes of residual hazards. 

3.6.1 Perceptions of Syrern Safety ^ 
^temlpi^ 
jegftunate^dis^^ 

System safety isstill viewed as common-sense prevention 
of accidents rather than a contributor to the operational 
effectiveness of systems. It is perceived as a safety office 
program rather than an acquisition program. 

Evidence of this perception can be seen in the lack of 
system safety resources in key Army organizations. The 
two principal evaluators of major Army systems are the 
Army Materiel Systems Analysis Activity (AMS AA) and 
the Operational Test and Evaluation Agency (OTEA). 
Neither organization has system safety professionals even 
though safety is a critical factor affecting system perform- 
ance and suitability. TRADOC which has the critical task 
of establishing safety performance requirements in require- 
ments documents has just begun to hire entry level system 
safety personnel at a few of its centers and schools. OTEA 
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and TRADOC, the user test organizations, have tradition- 
ally assumed that TECOM performed all relevant safety 
testing and, therefore, no system safety expertise was 
necessary to support user testing. 

PMs and PEOs have had little opportunity to learn about 
system safety other than through regulations and limited 
contact with safety engineers. Supportingsafetyofficesre- 
ported that some development programs that had reported 
directly to AMC rather than the major subordinate com- 
mand exhibited more independence and werelessreceptive 
of support from the MSC safety office. Concern was 
expressed that reorgamzation of program/project manage- 
ment with separate channels to DA might have a similar 
effect. Avoidance ofthe system safety program may bean 
indication of alack of understanding about system safety. 

3-6^2 Syrern Safety; Roles 
Army system  safety engineers  view their  role 
as program:foy^^^^r,;ja^\ri&^^ 

ssss :■.' ~>. :v.*J 

This has been a conscious choice, based on the perceived 
need to maintain independence from the PMOs in order to 
actas "honest brokers" regarding safety positions. Conse- 
quently, the system safety program is more reactive than 
proactive; more watching than doing; more an outside 
consultant than part of the acquisition team. 

This lack of direct system safety involvement can result in 
delayed system safety decision making by the PM and the 
potential to leave supporting system safety personnel out 
of the hazard resolution process. If hazards must be 
resolved later in the development process when time and 
fundingconstraints are tighter, there isagreater chance that 
administrative controls rather than engineering controls 
will be used to correct hazards. 

3.6.3 Motivating S^ 

tors|:bTf:acq^^ 
*x*>:->>v*^x-xx*:-:-:-:-:-:-:*:-^ 

Lack of incentives tend to produce systems that only meet 
minimum safety requirements. 

A specific issue mentioned by contractor system safety 
personnel was the problem of early involvement, espe- 
cially when the program involves numerous subcontrac- 
tors. Contractors must minimize their out-of-pocket costs 
of responding to Requests for Proposals (RFPs). However, 
it is usually necessary to develop preliminary design con- 

cepts for the response. If system safety personnel have not 
contributed to the design concepts at this initial stage, they 
may never be able to fully meet the system safety goal 
expressed in MIL-STD-882, 

"...to make sure safety, consistent with mission require- 
ments, is designed into systems, subsystems, equipment, 
andfacilities, and theirinterfaces." 

One contractor system safety manager indicated that his 
organization had adopted a policy to incorporate a mini- 
mum essential system safety program under its productas- 
surance program, even where no system safety data items 
were required, simply because it made good business 
sense. This is a fairly recent change that was motivated not 
only by the payoffs of early system safety involvement, 
but also by liability considerations. He indicated that this 
was the result of extensive briefings to management Prior 
to this policy, if there were no system safety data items, 
there was no system safety program. Another contractor 
safety engineer indicated that his organization only did 
what was required by contractual data items. He said that 
his management was responsible for returning a profit to 
the company, and no unnecessary funds were spent on 
system safety. These two views represent the two ends of 
the spectrum. Much of the difference lies in how manage- 
ment perceives the system safety program. There appears 
to be a trend toward the more enlightened view, as contrac- 
tor managers gain an understanding of the system safety 
function and how it contributes to bottom-line profits. 

The responsibility for evaluation of PM and PEO system 
safety programs has shifted to the USASC since the 
reorganization. The AMC Field Safety Activity, which 
had this responsibility prior to reorganization, could find 
only one system safety evaluation that had been conducted 
for any of the PMOs of the systems selected for this study. 
This 1984 evaluation*4 was requested and funded by thePM 
for the BFV. It commended the PM for formally establish- 
ing a Safety Review Board in 1982 to coordinate dissemi- 
nation of system safety information to the field, but 
recommended improvements to obtain better feedback 
from the field. 

(a) Cates, CA., Chew, DA., and Medina, LJ., System Safety 
Field Audit af the Bradley Fighting Vehicle Systems, MS. 
Army DARCOM Field Safety Activity, Charlestown, IN, 
January  1984. 
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3.6.4 System Safety Planning 
Acquisition  managers baye not :had a sound 
basis for developing ah adequate .system safety 
program and determining the .necessary leyel of 
System safety resources,' -¥'^ .;:.::;•... :- 

Neither Army nor contractor system safety support re- 
quirements for new system acquisition have been based on 
documented risk or loss projections for the system. Sup- 
porting safety offices have considered system safety as the 
PM's responsibility, while PMs have considered it to be 
the responsibility of the safety office. Therefore, support 
has been based on the availability of system safety engi- 
neers in the supporting safety office. The Apache was one 
of the first Army aircraft to have a contractual requirement 
for a system safety program. The Army Aviation Systems 
Command (AVSCOM) had only two system safety engi- 
neers to provide all Army aviation system safety support 
during the early stages of the Apacheprogram, when it was 
most critical. Recent requirements for PMs to develop 
System Safety Management Plans may help to drive 
development of methodologies for predicting life-cycle 
mishap losses as a basis for system safety planning. 

Part of the reason for the limited involvement of Army 
system safety engineers is that each engineer may provide 
system safety support for as many as 20 to 30 systems, 
with most being fielded systems. There are simply too few 
system safety engineers to actively cover changing work- 
load demands of the PMOs. 

Effective system safety programs require qualified system 
safety support. The number of special safety messages and 
restrictions following fielding of emerging systems is an 
indication of the need for the PM to have system safety 
expertise available to hit the road running on a new 
program. 

Since sufficient system safety resources have not been 
available from the AMCMSCs to meet the work demands, 
the PMOs have assigned system safety duties to non- 
system safety professionals on their staffs. This has re- 
sulted in system safety tasks being divided between indi- 
viduals with limited expertise and high involvement and 
system safety engineers with high expertise and limited 
involvement This is a suboptimal allocation of resources. 

There has not been a well-balanced investment of system 
safety resources within the Army compared to the system 
safety role of each Major Army Command (MACOM). 
AMC took an early lead in system safety and developed an 
in-house system safety engineering intern program to pro- 

vide its own qualified system safety support. The other 
MACOMs have only recently begun to assume their roles 
within the Army system safety program. 

3.6.5 Documentation for Developing Lessons 
Learned 

Dbeumehtatibn  o 
sessrnenk control and risk management is not 
maintained and compared with fielded system 
performance tu develop future system safety dev 
Sign and management lessons learned. 

One of the problems of developing system safety manage- 
ment lessons learned for this study has been the difficulty 
of obtaining the necessary documentation to trackresidual 
hazards through the acquisition process. While the PMO 
has usually had the most complete acquisition record, this 
documentation has often been scattered among various 
staff members. The acquisition history is gradually lost due 
to space limitations, paper reduction programs, and older 
documents being replaced as the development process 
progresses. There is no "system library'' of reports and 
significantcorrespondencekept for developmentoflessons 
learned. Some reports were available through the Defense 
Technical Information Center (DTIC), but these were also 
limited. 

3.6.6 Risk Acceptance 
Perceived risk appears to mfluence risk man- 
agement recommendations and decisions, 
Army risk acceptanceappears tobe tied to the level of user 
control over the hazard. In a missile system like the TOW, 
the threshold forrisk acceptability appears to belower than 
in a vehicle like the HMMWV or the BFV. 

Perceived risk may also contribute to aresistance to change 
design configurations for hazards which have been histori- 
cally accepted. The association of the jeep with rollover 
mishaps has been accepted for generations of jeeps prior to 
the HMMWV. The lack of rollover protection and 
seatbelts in the cargo area of the HMMWV troop carrier 
may be anotherexampleof resistance to change(see 3.1.5). 

The impact of perceived risk on Army risk management 
decisions has not been examined but is likely to have other 
ramifications for acquisition managers. The body of re- 
search on perceived risk may well have other implications 
for decision makers. It might be predictive of conflicts 
between the Army and congress or the public regarding 
acceptability of risks. 
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4.0 System Safety Management Lessons Learned 
and Recommendations 

System safety management lessons learned were aggregated from related systemic causes of unexpected residual hazards 
in fielded systems. Such hazards were unexpected in that they were either never identified or the severity or frequency of 
resulting mishaps was not anticipated. This section presents the lessons learned and the resulting recommendations. 
Additional areas of research suggested by this study are listed in Appendix B. 

4.1 A Proactive System Safety Program 
The roie of Army system safetyprofessionals 
bust strike a balance between oversight and 
increased direct involvement In system acqui- 
sition to make the best use of limited system 
safety resources,, i2^C,.> 

Systemsafetyisaknowledge-based discipline. Its special- 
ists must be located where they will have maximum 
impact on total system design, both in terms of types of 
inputs and timeliness of inputs in the acquisition process. 
The best use of the Army's qualified system safety engi- 
neers is in the game, not watching it Drucker (1988) notes 
that the optimum organization for a knowledge-based dis- 
cipline has a limited investment in the management struc- 
ture in order to maximize utilization of technical expertise 
at the operational level. 

Army system safety engineers should be involved in 
development of safety performance requirements in re- 
quirements documents, system safety working groups, 
resolving system safety issues with contractors on behalf 
of the PM, technical design reviews, test planning and 
participation in specific safety tests and fielded system re- 
views. Peer review, independent reporting channels, and 
independent evaluation will be required to maintain inde- 
pendence. Peer review can be provided by supporting 
safety managers whoreview all work of their system safety 
engineers. The USASC is now providing an independent 
safety assessment to MADP reviews for major systems. 
AMCs MSCs have an independent reporting channel to 
AMC for other systems. AMCs Field Safety Activity and 
the USASC can ensure that independence is maintained 
through their evaluations. 

Recommendations: 
USASC/AMC 
Develop the necessary policy to provide a more proactive 
role early in the system acquisition process for Army 
system safety engineers supporting PMOs. 

4.2 System Safety Training of Acquisi- 
tion Players 

System-':-:safety:> training should be provided >for 
a« supporting ^Acquisition players :to provide a 
proper:understanding of their  system  safety 
roles.'.;4nd '•'objectives,, . ./m:;^ ..• :•;•:!;:.... 

This is essential for acquisition managers who have the 
primary responsibility for the safety of the systems being 
developed. System safety trainingshouldbe integrated into 
existing courses, or special courses should be provided. 

Including system safety as one of six domains under the 
MANPRINT program has left Army system safety per- 
sonnel with concerns about resources, program visibility, 
potential to dilute safety issues, etc. This apprehension 
has been increased by the relatively low emphasis on 
system safety in MANPRINT training programs. 

Recommendations: 
AMC/TRADOC/OTEA 
Provide system safety training for all technical and user 
testers. Review system safety training materials presently 
used in training test engineers at the Combat Systems Test 
Activity for possible use. Provide sufficient qualified 
system safety personnel to support test directors in the 
planning and conduct of testing. 

USASC 
Ensure that the US ASC system safety course for PMOs is 
integrated into required courses for future PMs. Recom- 
mend that a video system safety course be made available 
to other acquisition players with tailored handout materi- 
als; e.g., tailored for Human Factors Engineers. 

Review and provide system safety input for MANPRINT 
training courses. 
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4.3 Planning for System Safety 
Plans "for implementing a system safety pro- 
gram within PMQs should be based on projected 
life-cycle losses: of the systems being acquired. 

PMs and PEOs must have a supportable plan for accom- 
plishing necessary system safety tasks. The System 
Safety ManagementPlan (SSMP) has been established for 
this purpose. This plan must provide a rationale for 
tailoring the system safety process that will stand up to 
critical review. This requires that the extentoftheSMMP 
be based on the projected level of risk for the system being 
developed. 

Recommendations: 

USASC 
Develop a methodology for estimating life-cycle losses 
thatcan be used in developmentof System Safety Manage- 
ment Plans for PMOs and include this information in DA 
Pam 70-2 and DA Pam 385-16. 

4.4 System Safety Resources 
Requirements^:for 'System safety resources arid the 
means of providing those resources should be estab- 
lished at the outset of the acquisition program. To 
provide the necessary resources for PMOs, con- 
tracts should be considered to supplement existing 
system safety support. Allocation of Army system 
safety resources should be based on commodity risks. 

Currently, the level of matrixed support from the support- 
ing safety offices is inadequate to accomplish required 
system safety requirements. Over a period of time, 
system safety management plans for PMOs may provide 
justification for increased system safety support from 
AMC MSC safety offices. However, to meet current 
needs, alternative means of providing adequate support 
are possible. The Blackhawk PM has recently obtained 
contract support of his system safety work, while the 
TACOM and MICOM safety offices report that they are 
considering the possibility of providing additional system 
safety support through technical support contracts. 

ThePMOs through collateral duty assignments arealready 
funding a supplemental level of system safety support. 
While a single PMO may not be able to provide steady 
work for a full-time system safety staff member, system 
safety support requirements accumulated at the PEO level 
might. 
System safety resources should be invested strategically 
according to projected loss rates and mission impacts of 

mishaps to maximize the influence of system safety on the 
design of emerging systems. This is true for both Army and 
contractor system safety resources. 

The system safety program of one contractor has been 
organized in several ways over a number of years. It was 
concluded thatplacingthe system safety engineers directly 
in with the design groups was the most efficient method 
for accomplishing system safety goals. Similar experi- 
mentation by PMs and safety managers could help to de- 
termine the optimum arrangement for achieving their 
mutual objectives. 

Recommendations: 
USASC 
Through the System Safety Coordinating Panel, develop 
a long-term strategy for balancing system safety resources 
to maximize the effectiveness of the Army system safety 
program. 

PMs/PEOs 
Ensure that necessary system safety support for PMOs is 
provided, either from the supporting safety office or by 
contract 

4.5 System Safety Design Guidance 
Designers must tea ware of historic and s^te'Of'the- 
art system safety design guidance toimprove thesa|etj 
of new generations of Army materiel. % \      J<\ 

Designers must know what worked in eliminating or 
controlling the hazards of related systems (Army and 
commercial); what went wrong and how to fix it (if feasible 
control measures are known); and whathazards are associ- 
ated with new materials and technologies that may be 
adopted in new system development To support designers, 
it is necessary to systematically capture system safety 
design lessons learned andkeep them current with changes 
in technology. 
Like any learningprocess, the gathering of hazard informa- 
tion and safety design lessons learned mustbecontinuous. 
Lessons must reflect not only the means of dealing with 
past failures, but also successful design measures that 
have eliminated or controlled hazards effectively. Such 
safety design lessons may come from many sources: 
military and contractor research, development, test and 
evaluation; user feedback on systems; general industry; 
various safety organizations; and academia. 

LABCOMand other organizations responsible fortechnol- 
ogy-base activities must actively seek and record hazard 
information associated with new technologies and materi- 
als that may be used in the development of future systems. 
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The MANPRINT data base being developed by MRSA 
may eventually provide a source of lessons learned for 
future systems. For each system, the system safety module 
will include a listing of residual hazards by subsystem. 
This data base has been designed, and MRSA is now in the 
initial data collection phase. 

Recommendations: 
AMC 
Expedite the development of commodity-specific system 
safety engineering design guides and ensure that they are 
suitable for reference in requirements documents. Propo- 
nents for safety design guidance documents must update 
them as necessary to reflect changes due to improvements 
in technology. 

Review the MANPRINT data base to ensure that it can be 
used efficiently to identify, develop and record safety design 
lessons learned. Care should also be taken to ensure 
database compatibility with inputs from appropriate MIL- 
STD-882 system safety data items to minimize input 
labor. 

USASC/AMC/TRADOC 
Recommend that system safety personnel in US ASC and 
AMC's MSCs work closely with the new system safety 
staff members in the respective TRADOC centers and 
schools to ensure that requirements documents include 
adequate system safety performance provisions that in- 
corporate safety design lessons learned. 

USASC 
Establish a focal point within the Army for coordinating 
safety design lessons learned. Ensure that commodity- 
specific safety design guidance is kept current and that 
lessons learned are gathered from all relevant sources. 

Safety design lessons learned are only as good as the 
feedbackprovided. Reviewthemishapreporting format to 
ensurethatitcaptures informationessentialfordeveloping 
lessons learned, e.g., material failure and human perform- 
ance information. 

4.6  Consideration of Human Perform- 
ance in System Safety 

Stacehuinatteriro^isA 
ity of Army mishaps, human performance limitations 
must receive greater consideration during the selec- 
tion and evaluation of control measures for 
severe hazards. Human factors engineers should 
review user-dependent bazard^control measures 
to ensure that they are reasonable and effective. 

The need for better integration of system safety and human 
factors has been a continuing issue at various safety forums 
within DoD and can be seen in the nature of the residual 
hazards noted in this study. Elimination of such hazardous 
situations in system design should reduce the potential for 
operator errors and permit users to concentrate more fully 
on mission performance. 

All four of the selected systems were developed prior to the 
initiation of the MANPRINT program. Subsequently, 
there has been work to implement certain MANPRINT 
program requirements in the PMOs. System safety has a 
great deal of overlap with human factors engineering, 
health hazards assessment, and training. MANPRINT may 
well provide the opportunity for better lateral communica- 
tion and integration of efforts among these disciplines if 
qualified system safety personnel participate in 
MANPRINT working groups. 

Recommendations: 
AMC/HEL/PM/PEO 
Ensure that all catastrophic and critical hazards thatrely on 
administrative control measures are reviewed jointly by 
system safety and human factors engineers. System safety 
engineers should determine that the system design con- 
forms to the rules of system safety precedence. Asadesign 
goal, administrative control measures should be permitted 
only if engineering control measures are determined to be 
technically infeasible or not cost effective. Human factors 
engineers should assist in task analyses and predicting 
human error rates to support determination of whether 
user-dependent hazardcontrolmeasuresarereasonableand 
effective. 

4.7 User Inputs to System Safety 
The:Äfmy^ 
ticipationin^the .^y^m::

:^rii^;|p.ro^m^io 
ensure «aHsficvwmijroi of fcasards in the ase ^en- 
vironment and enhanced mission  performance. 

Contractor and Army system safety personnel must have 
direct contact with users to understand aspects of the 
operational environment that may create or contribute to 
system hazards. They must also ensure that proposed 
control measures enhance rather than inhibit overall mis- 
sion performance. This requires direct, frequent input 
from users throughout system acquisition. The Packard 
Commission recommended that PMs and PEOs have con- 
tinuous communication with users. This recommendation 
must be applied to system safety personnel, as well; so that 
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the broader objective of system safety found in AR 385-16 
can be met; 

"maximizing operational readiness andmissionprotection 
through accident prevention by ensuring that appropriate 
hazard control measures are designed into the system." 

Involvement of system safety personnel in observation of 
user testing or participation in fielded system reviews of 
the systems they support could help to identify hazards 
while at the same time providing direct contact with users. 

Recommendations: 
TRADOC 
Ensure that input to requirements documents considers 
the impact of user practices and doctrine on system safety. 
Provide a mechanism to ensure that safety performance 
requirements are addressed in sufficient detail in require- 
ments documents. 

TRADOC/PM 
Ensure that the system safety working group has user 
representation and thatthecontractor has access to users for 
design consultation purposes. 

TRADOC/OTEA 
Ensure that user testing determines not only if user- 
dependent hazard control measures can be accomplished 
but also whether they are realistic in an operational envi- 
ronment 

AMC 
Require system safety participation in fielded system 
reviews topromote abetter understanding of system use in 
the field and to obtain user feedback on residual hazards. 

USASC 
Consider the use of no-fault safety hotline numbers in user 
system manuals to facilitate hazard reporting. 

Investigate methods for improving user system safety 
feedback through Logistics Assistance Offices. 

4.8 Hazard Probability 
Hazard probabilityjmust be ^rts^ as a quantita- 
tive rateand interpreted In light of exposure in order 
tobe useful in projecting'-Josse* forrisk managemen t 
decisions. Provide >» standard ^method ©r predict« 
rag human reliability to reduce errors in assessing 
hazard probabilities involving Jutroan performance. 

Without an adequate expression of hazard probability, 
risk management decisions must be made on "gut feel- 

ings." Hazard probability must include accurate estima- 
tions of the potential for human error and consider the 
expected exposure in the use environment 

Recommendations: 
AMC/PMOs 
Ensure consideration of exposure in the risk assessment 
process. 

Hazard probability definitions should be tailored for the 
system. However, they should includeincidencerates that 
remain constant regardless of the number of systems 
fielded or the life of the system. Hazard probability should 
be described as a rate that expresses the probability that a 
hazard will be created in so many operating hours, miles 
driven, operating cycles or other measure of use. This 
would facilitate loss projections and convey a more con- 
cise view of hazard probability. 

USASC 
Elevate MIL-STD-882B issues regardinghazard probabil- 
ity and exposure for consideration by the Joint Services 
Safety Conference's System Safety Seminar. 

HEL/USASC 
Develop a simplified standard method of providing order- 
of-magnitudepredictionsofhumanreliability(error rates) 
for hazards where user-dependent control measures are 
proposed. 

4.9 Validation of Hazard Control Meas- 
ures 

Control measuresior severe hazards must be system« 
atically verified during testing.  '■:■.'&■;■'?-. 

At a minimum, the effectiveness of control measures for 
all high consequence hazards should be verified during 
testing. This requires that testers receive the necessary 
hazard information and that critical issues regarding vali- 
dation of controls for specific hazards are identified in the 
TestandEvaluation Master Plan and the Test DesignPlan. 

Recommendations: 
AMC/TRADOC/OTEA 
Ensure that all prior hazard information is used in the 
planning of tests. Testing should verify the resolution of 
all severe hazards, including user-dependentcontrol meas- 
ures, regardless of compliance with standards. 
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4.10 Communicating Risk to Decision 
Makers 

Safety risks should fce communicated to.,decision 
makers in terms of projected loss rates and program- 
matic and mission impacts that may be expected 
If a hazard is^accep Jöt£'jv;-;^::)_. «t-.O>;fj-L-..:%. 
Decision makers need to know what they can expect when 
they acceptahazard. All severe hazards mustbecharacter- 
ized not only in terms of hazard severity and probability, 
but also, to the extent possible,in terms of loss rates and 
programmatic and mission impacts of associated mishaps. 
Without such projections, it is often impossible to later 
say whether systems are performing up to the Army's ex- 
pectations when actual fielded system safety performance 
is assessed. For this reason, it is good to estimate loss rates 
and associated uncertainties. 

Recommendations: 
AMC/PMs/PEOs 
Ensure that hazard information going to decision makers 
includes projected loss rates, and programmatic and mis- 
sion impacts of mishaps. 

4.11 Risk Management 
Risk management decisions must ihemade at a man- 
agement level;; commensurate '^h.:;rfak;ah^l>docu^ 

Hazard severity tends to be accurately assessed early in 
system development Hazard probability assessments are 
much more tentative in the early stages. The PM and 
system safety working group need to begin acting as soon 
as severe hazards are identified. Risk management must 
be a continuous process. 

Risk management decisions must be documented to ensure 
that acceptanceof hazards involves conscious management 
decisions. 

Recommendations: 
AAE/PEO/PMs 
Ensure that risk managementisacontinual process in order 
to resolve system safety issues as early in the development 
process as possible. 
All identified hazards must be considered in the risk- 
management process and decisions documented in a 
hazard tracking system. This process should reflect Army 
management's position on the adequacy of hazard control 
measures taken by the contractor. Administrative control 
measures should be accepted only where engineering 

controls are not technically feasible or cost effective. 
However, this design objective may not be met due to the 
exigencies of funding and schedule constraints. In such 
cases, it is critical that decisions are documented. The 
AMC MSC safety office supports this process, but the 
final responsibility rests with program management 

Risk-management decisions should be made by a level of 
management commensurate with the level of risk. 

4.12   Communicating Hazard Informa- 
tion 

AH players in the acquisition process must have access 
ito re1e^iiit)^rid'inF6nnation^o do their jobs prop, 
er ly. Significant system safety documentation must be 
maintained for^comparison of irisk management ex- 
pectations with the safety performance of the fielded 
systems and developmentpf lessons learned?      . 

Hazard communication is the glue than binds the other 
elements of the system safety program into an effective 
barrier against unexpected residual hazards in fielded sys- 
tems. Safety-relevant documentation must be maintained 
if the system safety and risk management programs are to 
be improved through the development of lessons learned. 

A hazard tracking system should be a continuous thread 
that runs throughout the acquisition process. It should 
capture all hazards identified in contractor analyses and 
testing, help to identify issues thatrequire cooperation be- 
tween system safety and interfacing disciplines, provide 
the basis for planning safety testing to determine the 
adequacy of control measures for severe hazards, support 
a determination of the conditions under which the item is 
safe to test, and provide a tool for ensuring that the 
contractor and Army system safety and management 
agree that the proposed method of control is adequate. A 
hazard tracking system should be the basis for risk man- 
agement decisions throughout the acquisition process, 
because such a system presents a snapshot of the system' s 
safety status and provides a convenient place to document 
prior risk management decisions. A hazard tracking sys- 
tem should also be used as a checklist for evaluating safety 
guidance in manuals and training programs. Finally, it can 
serve as the baseline for tracking the safety performance 
of newly fielded systems and for performing fielded 
system reviews. 

Recommendations: 
AAE 
Require that the PM or managing activity use a hazard 
tracking system and maintain significant acquisition 
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documentation throughout the acquisition process to 
support development of system safety management and 
technical lessons learned. 

Upon deprojectization of the PMO, acquisition documents 
should bemaintained by the item manager orbemaintained 
by system at the MSCs technical library or other location 
where they would be readily available for review. Consid- 
eration should be given to use of electronic storage 
mediums to reduce space and permit computerized search 
capabilities. The hazard tracking database should be main- 
tained by the supporting safety office following deprojec- 
tization. 

USASC 
Establish requirements to support hazard tracking through- 
out the system life cycle as the basis for hazard communi- 
cation. Hazards must be uniquely identified and should not 
be dropped even though they are considered to be "closed 
out" This database should contain the history and current 
status of each hazard associated with the system. 

Recommend that either the ASMS system or a database 
accessible via the safety electronic mail system be used to 
provide a single source of information on the status of 
safety messages to the field. 

4.13 Hazard Closeout 
Theremust be;:'a'^tmätir-\toMrd^dÄeoiit 
process to ensure that necessary steps for hazard 
resolution are  not  overlooked. 

A systematic hazard closeout process is not possible 
without an adequate hazard tracking system. A closeout 
process provides acquisition management with a score- 
board for hazard resolution. 

Recommendations: 
USASC/AMC/PMs/PEOs 
Provide policy and procedures to ensure that a systematic, 
closed-loop process exists for closing out hazards and that 
safety analyses are reviewed and updated as system modi- 
fications are made. 

4.14 System Safety Incentives 
The astern »fetjpfirföm 
ers and contractors must be routinely evaluated. In« 
«estlgate the feasibility t>f using performance :a«ard 
contracts to reward system safety excellence. tV 

Aside from contractual requirements, the contractor's 
system safety program is motivated by liability, cost and 

image considerations. The key to immunity under the 
"military contractor's defense" is that the contractor pro- 
vided a system according to government specifications 
and that the contractor fully disclosed the hazards associ- 
ated with that design. Typically the contractor has the re- 
sponsibility to correct all deficiencies up to the point of 
type classification. Thus, system safety efforts can save 
the contractor money that would be spent on safety-related 
retrofits. Finally, future government contracts depend on 
the contractor's reputation, which depends largely on past 
product performance. Having a product that is widely 
considered to be hazardous can be a serious deterrent to 
future business. These factors are changing contractor 
management views of the system safety function. 

In July 1986, the Assistant Secretary of the Army for 
Research, Development and Acquisition announced that 
MANPRINT would be a separate area of consideration in 
awarding contracts. This could help to provide the neces- 
sary incentive to ensure early involvement of system 
safety in thedesign effort if such expectations are expressed 
in RFPs. 

Recommendations: 
AAE 
Investigate the feasibility of using performance award 
contracts to reward system safety excellence by contrac- 
tors. Beyer (1987) provides a guide for use of award fee 
contracts and their application to system safety. If feasible, 
such contractual means should be implemented on a trial 
basis to determine their potential to motivate contractors 
to integrate system safety and design efforts from the in- 
ception of the development effort 

USASC/AMC . 
Develop objective, efficient measures of system safety 
performance for the acquisition process. Two ideas wor- 
thy of study are comparison of actual costdata to projected 
safety-related retrofit costs and to fielded loss rates. 

As a minimum, compare PM and PEO system safety 
performance with Army expectations expressed in their 
charter and in AR 385-16. Actual bottom line safety 
performanceof the systems they managecouldalsobeused 
whenmeasuresofperformance are developed. The perform- 
ance of all organizations with system safety functions 
should be periodically evaluated during MACOM re- 
views by US ASC and by MACOM safety reviews of their 
subordinate commands. 
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5.0 Army Review of the Study 

The Technical andExecutive Subpanels of the Department of the Army System Safety Coordinating Panel have reviewed 
this study. Their comments have been considered in completing this final technical report. This section summarizes the 
broad areas addressed in these comments. 

Opinions have been divided regarding the role of Army 
system safety personnel. There was concern that system 
safety members of the PMs team cannot provide inde- 
pendent oversight of their own work. There was also 
concern that Army system safety personnel need to be 
actively involved in the acquisition of new systems as 
early in the process as possible. We have tried to find a 
means of satisfying both objectives rather that viewing 
this as an "either or" situation. 

There have been some comments that would suggest that 
most of the lessons learned have now been addressed by 
MANPRINT. The sense of this study was that the 
MANPRINT program has the potential to address specific 
lessons learned. However, the program in practice has not 
yet resolved the problems noted. This is a relatively new 

program, and it would take a separate evaluation to deter- 
mine the extent to which the MANPRINT program has 
addressed the systemic causes of mishaps noted in this 
study. 

A final concern has been that acquisition managers must 
maintain their perogatives in making tradeoff decisions. 
Acceptable risk decisions are always a value judgement 
It is the responsibility of system safety personnel to effec- 
tively communicate risk information to Army managers 
in support of the risk management process. 

Certain Army organizations have already taken steps to 
implement applicable recommendations of this study. 
This positive response is the best indication of the value of 
the methodology and results of this study. 
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6.0 Policy and Guidance Status Matrix 

System safety managementlessons learned were compared to currentpolicy documents to determine the degree to which 
the deficiencies have been addressed. MIL-STD-882, DA Pam 385-16 and AMC/TRADOC Pam 70-2 (currently being 
revised asDAPAM70-2) were included, because they are theprimary guidance dpcumentsforcontractors.system safety 
engineers, and acquisition managers, respectively. 
Development of the four systems involved in this study took place over a 20-year period. During this period many 
organization and programmatic changes have taken place. The Army system safety program was in its infancy in the60s. 
Many of the problems that were noted in the acquisition of these systems have been addressed as the Army system safety 
program developed. The matrix in Figure 7 provides a measure of the progress that has occurred in the system safety 
program. This matrix also indicates areas wherepolicy needs tobe improved. Specific recommendations for improvement 
of policy are provided in Appendix B. 
This study has noted systemic causes of residual hazards. These causes are an indicator of problems in either policy or 
its implementation. The matrix below indicates the existence of policy; it does not indicate the effectiveness or the degree 
to which current policies are being implemented. Army acquisition and system safety management must take the lead 
in routinely evaluating these factors. 

POLICY/GUIDANCE DOCUMENTS 

System Safety Management 
Lessons Learned 

1. A Proactive System Safety Program 
2. System Safety Training 
3. Planning for System Safety 
4. System Safety Resources 
5. System Safety Design Guidance 
6. Consideration of Human Performance 
7. User Inputs to System Safety 
8. Hazard Probability 
9. Validation of Control Measures 
10. Communicating Risk to Managers 
11. Risk Management 
12. Hazard Closeout 
13. Communicating Hazard Identification 
14. System Safety Incentives 

A. MIL-STD-882B 
B. AR 385-16 
C. DA Pam 385-16 
D. AR 70-1 
E. AMC/TRADOC Pam 70-2 
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F. AR 70-10 
G. AR-70-17 
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KEY:  No symbol indicates that the lesson learned is not relevant for the given policy document. 
0:The lesson learned is not addressed 
I: The lesson learned is partially addressed 
•: The lesson learned is adequately addressed 

Figure 7. Matrix of Lessons Learned vs. Army Policy 
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7.0 Conclusions 

This study has confirmed that many contributing causes of mishaps can be traced back to the acquisition process and the 
system safety program, which is an integral part of that process. Dr. Sculley, ASA(RDA) has appointed the PEOs to be 
System Safety Officers for their systems.w PMs are charged with responsibility for the safety of their system by 
regulation and charter. With support from all players in the acquisition process, the PMs and PEOs are in a position to 
control the level of safety risk accepted by the Army. Continuation of strong leadership and direction will be necessary 
to ensure that these initial efforts show results in terms of reduced residual hazards in emerging systems. 

Much progress has been made in the system safety program 
since its inception, as reflected in the degree to which 
current policy documents address the lessons learned. 
Existence of policy is no guarantee that the necessary 
practices are being implemented. This highlights the need 
for periodic evaluations of PMOs to determine the degree 
to which these policies are being implemented. 

Improvements in the safety of fielded systems will require 
not only changes in practices but also in attitudes concern- 
ing system safety and perceptions of the role of Army 
safety engineers in the acquisition process. 

Improvements will require active involvement of safety 
engineers in the PM's system safety working group to 
resolve hazards in a timely manner. PMs and PEOs will 
have to build effective acquisition teams that include 
system safety engineers. 

A long-term strategy is necessary to bring about these 
changes and implement the system safety management 
lessons learned. This may require development of new 
methods for evaluating the effectiveness of the risk man- 
agement process to determine the optimum levels of 
system safety supportforacquisitionsofvariousclassesof 
systems. The systems selected for this study have shown 
several system safety successes thatdemonstrate its value. 
Preventing just one Apache loss could fund all Army 
system safety engineers for over two years. 

The recommendations derived from the system safety 
managementlessons learned provide guidance for address- 
ing the major systemic causes of unexpected residual haz- 
ards in fielded systems. 

These recommendations support the acquisition manager 
because they 1) help deliver a safer, more effective system 
2) reduce retrofit and life-cycle system costs 3) reduce ac- 
quisition program delays and restrictions. The system 
safety program achieve these benefits by ensuring early 
hazard identification, correct hazard assessment, effective 
hazard control, improved risk management, and improved 
communication of relevant hazard information. The 
specific policy changes necessary to effect these recom- 
mendations are provided in Appendix A. 

Acquisition managers are concerned with management 
risk-takingin the decisions that they mustface. MacCrim- 
mon and Wehrung (1986) identify three risk factors re- 
lated to management risk taking: lack of control, lack of 
information, and lack of time. The system safety manage- 
ment lessons learned identified in this report can aid the 
acquisition manager by reducing the management risk 
involved in safety risk acceptance. 

(a) Letter on System Safety, ASA(RDA), 18 August 1987. 
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Appendix  A 

Recommended Changes to Army Policy and Guidance Documents 

This appendix contains specific recommendations for changes to the principle Army policy and guidance documents 
associated with the Army acquisition process and system safety. 

MIL-STD-882B 

4.2 System Safety Program Objectives 

Page 4. Change to read: 
b.... Risk shall be described in risk-assessment terms 
(seeparagraph 4.5 below) with projections of loss rates 
and mission impacts. 

Page 5. Add: 
j. Humanperfcrnianc»limitationsareconsidered where 
administrative control measures are necessary. 

Page 5. Ad± 
k. There is a continual risk management process to 
resolve system safety issues as early in the develop- 
ment process as possible. 

4.3 System Safety Design Requirements 

PageS. Change to read: 
... design of the system. When possible, user repre- 
sentatives should be consulted on the impact of the op- 
erational environment on safety requirements and haz- 
ard control measures. Some general system safety... 

4.5.2 Hazard Probability 

Page 7. Add: 
Specific Individual Item*** 
*** Assumptions regarding item utilization and life ex- 
pectancy must be defined. 

Page 7. Ad± 
An exampleofaquantitative hazard probability ranking 
is: 

Description Level Hazard Probability* 

FREQUENT A 

PROBABLE B 

OCCASIONAL 

REMOTE D 

IMPROBABLE 

P> 10-2 

10-2 > P > 10-3 

10-3 > P > 10-4 

10-4 > P > 10-6 

P<10-6 

* In 1000 hours or 10,000 miles of operation, or 1000 
items expended for single-use items or other defined 
measures of exposure. 

Page 7. Add: 
4.5.3 Consideration of Human Performance. Care 
must be taken not to overestimate human reliability. It 
is necessary to consider exposure in addition to hazard 
probability when evaluating the adequacy of proposed 
user-dependent control measures. 

Appendix A: Guidance for Implementation of System 
Safety Program Requirements 

PageA-5. Add: 
30.3.3 When considering user exposure or time- 
dependent events, it is necessary to consider the expo- 
sure in addition to normal hazard assessmentparameters 
of hazard severity and probability. This is standard 
practice in consideration of health hazards and is useful 
when considering the simultaneous occurrence of 
events. Low hazard probabilities may bemisleadingas 
indicators of the need for corrective action if the 
frequency of exposure is high. 
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AR  70-1 

2-1 Army Acquisition Executive (AAE) 

Page 2-1. Add: 
f. Serves as principal system safety manager for Army 
system acquisition and ensures that the levels of 
authority for risk-management decision making are 
commensurate with the the potential for loss and 
mission impact 

g. Ensures that all Army acquisitions use a hazard 
tracking system with a systematic hazard closeout 
process to ensure that acquisition managers have ade- 
quate information to support safety risk management 
decisions. 

2-2 g. Specific PEO responsibilities include: 

Page 2-2. Ad± 
(7) Serving as system safety officer for assigned 
programs and ensuringresolution of identified hazards 
to minimize future safety retrofit actions and mishap 
potential of fielded systems. 

2-3 Project/Product Manager (PM) 

Page 2-3. Add: 
e. Develops and implements a system safety manage- 
ment plan in coordination with the system safety 
working group to ensure that system hazards are iden- 
tified, risk is assessed, and hazards eliminated or con- 
trolled and the adequacy of control measures verified. 
System Safety resource requirements should be based 
on the projected life-cycle loss potential of the system. 
Ensures that residual hazards are elevated to the appro- 
priate decision authority and risk management deci- 
sions documented. (See AR 385-16.) 

2-X Chief of Staff, Army (CSA) 

Page 2-3. Add: 
The CSA, through the Director of Army Safety 
(DASAF), will establish system safety policy for 
system acquisition and evaluate system safety perform- 
ance. 

2-19 CG, TRADOC 

Page 2-11. Add: 
c. (x)   Provide user consultation to system safety 
working groups and contractor design and system safety 
personnel. 

AR  70-10 

2-6. User testing 

Page 2-7. Add: 
a.(5) whether user-dependent hazard control measures 
are effective and realistic in a tactical environment. 

2-21. Safety testing. 

Page 2-12. Change to read: 
... throughout all TT and UT. System safety training 
wiU be provided to all test directors. Sufficientqualified 
system safety engineers are required to support test 
directors in the planning and conduct of specific safety 
tests. 

Page 2-13. Add: 
b.(7) Test planning will use all prior hazard informa- 
tion contained in the hazard tracking file. As a 
minimum, testing will verify the adequate resolution of 
all severe (catastrophic and critical) hazards, including 
user-dependent control measures. Technical testing 
will verify theadequacy of engineering and administra- 
tive control measures. User testing will verify the ade- 
quacy of user-dependent control measures in the use 
environment 

AR   70-17 

2-3 Role and authority of the PM 

Page 6. Change to read: 
(16) Insure that adequate resources based on life-cycle 
system loss projections are provided to minimize 
mishap potential in the fielded system. Organize a 
system safety working group with user input to 
support theprogram manager in developing and imple- 
menting his System Safety Management Plan (AR 
385-16). Insure that hazards are tracked and that there is 
a systematic hazard closeout process....developmental 
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and operational testing. The adequacy of control 
measures for all identified severe hazards must be 
verified during testing. 

AR  71-3 

5. Policy 

Page 3. Change to read: 
5k ..after a safety release with supporting safety and 
health data, e.g., Safety AssessmentReport (S AR) and 
Health Hazard Assessment Report (HHAR), has been 
provided and is accepted by the tester (AR 385-16). 
Testing will validate user-dependent hazard control 
measures for all severe hazards (Hazards with critical or 
catastrophic severity levels when risk is assessed IAW 
AR 385-16) identified in test issues and criteria, the 
SAR and the HHAR and ensure that they are realistic 
in the use environment The UT... 

6b(3) CG, OTEA 

Page 4. Add: 
Ensure that necessary specialized training is provided 
for user test directors, including system safety and test 
incident investigation. 

Page 4. Add: 
Provide resources to proponent centers and schools to 
perform system safety tasks within TRADOC, includ- 
ing support of user testing. 

7. Functional user test participants 

PageS. Ad± 
a.(l) Provide system safety engineers to monitor user 
testing when necessary to resolve safety issues. 

Page 5. Change to read: 
a.(2) ...and safety release with supporting safety and 
health data, e.g., Safety Assessment Report (SAR), 
Health Hazard Assessment Report (HHAR), Human 
Factors Engineering Analysis (HFEA) and technical 
test and evaluation reports. 

Page 5. Change to read: 
b.(5) ...for review and coordination. Safety perform- 
ance requirements must be incorporated into critical 
issues and criteria. Issues... 

AR  71-9 

2-14 CG, TRADOC 

Page 6. Change to read: 
f. Ensure that the MANPRINT considerations are 
included in requirements documents; include safety 
performance requirements based on technical lessons 
learned from predecessor systems. 

AR  385-16 

5. Policy 

Page 3. Add: 
f. Such information will be consolidated in applicable 
safety handbooks and standards as safety performance 
requirements anddesign guidance. 

Page 3. Change to read: 
k. Applicable training in system safety engineering and 
mangement will be conducted for all acquisition per- 
sonnel having a system safety role. 

6a. DCSPER 

Page 3. Add: 
(5) Ensure integrated system safety and human factors 
engineering review of proposed control measures for 
severe (catastrophic and critical) hazards that depend on 
human performance. 

6b. Cdr.USASC 

Page 3. Ad± 
(x) Establish and maintain a consolidated Department 
of the Army (DA) database of safety messages that is 
accessible to users and supporting safety offices. 

h.(3) PMs (Was Materiel Development Commanders) 

Page 5. Change to read: 
(a) Develop an Army System Safety ManagementPlan 
(SSMP), with resource requirements based on the 
projected life-cycle loss potential of the system. 
Conduct a tailored system safety program for all 
developed systems. A System Safety Program Plan 
(SSPP) is required from contractors or in-house devel- 
opers for all systems. Ensure... 
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Page 5. Add: 
(g) Develop and maintain safety engineering design 
guides and standards to ensure that safety and health 
lessons learned based on past successes and failures are 
available for design of future systems. 

Page 5. Change to read: 
(i).. jeduce the risk to acceptable levels. Provide a 
closed loop system for hazard closeouL Provide the 
documentation... 

DA Pam 385-16 

1-8 Hazard severity and probability 
Table 1-2 Hazard probability definitions 

Page 4. For each level add: 
(A) Hazard Probability* 
(B) HazardProbability* 
(C) Hazard Probability* 
(D) HazardProbability* 
(E) HazardProbability* 

P>10-2 
10-2 > P > 10-3 
10-3 > P > 10-4 
10-4 > P > 10-6 
P<10-6 

* In 1000 hours or 10,000 miles of operation, or 1000 
items expended for single-use items or other defined 
measures of exposure. 

Page 4. Add: 
l-8d. Care must be taken not to overestimate human 
reliability. Human factors engineering support should 
be obtained to estimate human error rates forproposed 
user-dependent control measures for severe (cata- 
strophic and critical) hazards. Exposure must be 
considered in addition to hazard probability when 
evaluating the adequacy of user-dependent control 
measures. 

1-10. Risk Management 

Page 4. Change to read: 
c. ...orderofeffectivenessatreducingrisk. As a design 
goal, administrative control measures should be con- 
sidered only where engineeringcontrolmeasuresarenot 
technically feasible or cost effective. Designing for 
minimum risk... 

3-4. System safety management plan 

Page 8. Ad± 
a. (7) Establish the scope and resource requirements of 
government and contractor system safety programs, 
based on projected life cycle system loss potential, 
necessary to adequately minimize mishap potential in 
the fielded system. 

4-1 General 

Page 10. Change to read: 
b. ... The major efforts of safety testing should be 
evaluating the adequacy of hazard control measures for 
identified hazards and identifying and evaluating previ- 
ously unknown hazards. The hazard tracking system 
supports testing and is supported by testing. (See 
Chap. 1, Sec II.)... 

4-3 Pretest 

Page 10. Change to read: 
a. „included in all reports. The adequacy of hazard 
control measures for all identified severe (catastrophic 
and critical) hazards must be verified during testing. 
The adequacy of user-dependent control measures 
should be jointly evaluated by system safety, human 
factors engineers and health hazards specialists. The 
independentevaluator... 

AR   385-40 

1-4 b. Commander USASC will 

Page 3. Ad± 
(6) Provide system mishap data to combat and materiel 
developers and associated contractors. 

AR  602-1 

1-9 Objectives 

Page 1-4. Change to read: 
h. In coordination with system safety, provide task 
analyses and error rate predictions to support determi- 
nation of whether user-dependent hazard control meas- 
ures are effective and within human performance limi- 
tations. 
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2-1 General 

Page 2-1. Change to read: 
f.  Identified system hazards, risk assessments, and 
hazard control measures. 

AR   602-2 

1-5 The MANPRINT Program 

Page 3. Add: 
c. (5) ... training, system safety, and health hazard 
information to support development of technical and 
management lessons learned; to develop or improve 
standards, design guides and handbooks. 

2-3 SARDA/AAE 

Page 4. Add: 
g. Ensure that safety and health risk management 
decisions are made at a level of management commen- 
surate with the level of risk. 

2-8 CG, TRADOC 

Page 5. Change to read: 
e. ... (including safety performance requirements to 
minimize user-dependent hazard control measures and 
minimum standards of soldier performance...). 

2-9 CG, AMC 

Page 6. Ad± 
k. Testing should verify the resolution of all severe 
(catastrophicor critical) hazards,includinguser-depend- 
ent control measures. 

3-4 MANPRINT in the concept exploration phase 

Page 7. Change to read: 
d. "...no more training than planned. Control measures 
for severe hazards (catastrophic or critical) that rely on 
human performance must be analyzed to ensure that 
engineering control measures are not technically or 
financially feasible and that user-dependent control 
measures are effective and within reasonable human 
performance capabilities. Where the conceptual sys- 
tem..." 

AR   700-142 

2-2 Deputy Chief of Staff for Operations and Plans 

Page 3. Add: 
i. ...and report system performance problems to 
ASA(RDA). Reportsystem hazards to ASA(RDA)and 
the Director of Army Safety (DASAF). 

2-8 Materiel Developer Commanders 

Page 4. Ad± 
For all post-fielding system evaluations, ensure par- 
ticipation by qualified system safety engineers, and 
provide observed or user reported system hazards infor- 
mation to the managing authority and the Director of 
Army Safety (DASAF). 

3-2 Objectives 

Page 5. Ad± 
f. Ensure that all identified hazards have been elimi- 
nated or controlled with control measures evaluatedand 
residual risks accepted and documented. 

3-7 Materiel releaseprerequisites 

Page 6. Change to read: 
(3) An approved safety assessment that confirms that 
all significant hazards have been resolved or risks 
formally accepted in accordance with 385-16. 

AMC/TRADOC PAM 70-2 
(Being revised as DA Pam 70-2) 

O&O Plan Format 

Page 3.12 Add: 
5. Provide sufficient detail to ensure that readers 
understand how the system will be used in the opera- 
tional environment 

ROC/JSOR Format 

Page 4.12  Change to read: 
8.e. System Safety. Address safety performance re- 
quirements necessary to avoid hazards associated with 
predecessor systems. Identify tactical and operational 
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requirements that may impact the safety of the system. 
List applicable Army, national and host nation safety 
and health requirements that should be considered in the 
design. 

ROC/TSOR Checklist 

Page 420  Change to read: 
8.e. System Safety. 

(1) Are operational or tactical requirements that 
might increase the probability or severity of mishaps 
identified? 

(2) Are applicable safety design requirements 
(Army, national or host nation) identified? 

(3) Have system safety performance requirements 
been reviewed by command safety offices of receiving 
MACOMs? 

AS Format 

Page 7.12 Change to read: 
10. HFE, Safety and Health. Discuss HFE, system 
safety andhealth hazard data and designlessons learned 
throughout the life cyle of predecessor systems or 
associated with new technologies and materials which 
may be used in the system design. Summarize risk 
management plans to ensure that HFE, system safety 
and health hazard assessmentand control are considered 
throughout the design process. Plans should ensure 
that control measures for all severe hazards (Hazards 

with critical or catastrophic severity levels when risk is 
assessed in accordance with AR 385-16) are verified 
during testing and that risk management decisions are 
made at a management level commensurate with the 
risk and documented. AddtheSSMPasanannextothe 
acquisition strategy. What are the... 

Content of AP 

Page 8.12 Change to rea± 
Safety Consideration: Describe in the System Safety 
ManagementPlan the scope andresource requirements 
of government and contractor system safety programs, 
based on projected life-cycle system loss potential, 
necessary to adequately minimize mishap potential in 
the fielded system. This feeder document to the 
Acquisition Plan should describe the responsibilities 
and policies of the system safety working group. 
Discuss the .... 

Definitions • Program Documents 

Page 9.12 Change to read: 
13. System Safety Program Plan (SSPP). TheSSPPis 

a contractor plan thatprovides uniform requirements... 

Page 9.12 Ad± 
System Safety Management Plan (SSMP). (Use defi- 
nition from AR385-16.) 
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Appendix  B 

Additional Research Suggested by this Study 

This appendix includes additional research areas identified during the conduct of the system safety management lessons 
learned study. These research areas address specific issues that were not within the scope of this study. 

1. Develop a guide explaining contractual incentive 
programs for system safety. 

2. Provide a standardized methodology for predicting risk 
probabilities associated with human performance where 
hazard control depends onadministrativecontrolmeasures. 

3. Developasafetyperformanc»specificaüontommimize 
potential rollover hazards for military vehicles. 

4. Investigate the severity of injuries from mishaps 
involving troop transport with side facing seats or benches 
compared to forward facing seats both with and without 
passenger restraints. 

5. Evaluate the degree to which perceived risk affects 
system acquisition decisions for various types of systems 
and the impact it has in terms of human and materiel losses. 
Also evaluate thedegree to which research on risk accepta- 
bility can be applied to an understanding of risk acceptance 
by the Army decision maker and the user. Examine 
differences in risk acceptance levels for engineering vs. 
administrative control measures on hazards with equal 
severities. Consider the impact of user risk acceptance 
levels on mission performance. 

6. Using historical information, determine whether per- 
ceivedriskmodels could bepredictiveof potential conflicts 
between the Army acquisition managers and users, con- 
gress or the public regarding acceptability of risks, e.g., 
swimming of BFVs, agent orange, etc. 

7. Develop a system life cycle loss assessment method- 
ology to be used on existing systems to predict loss rates 
on future systems in order to provide a basis for determin- 

ing the optimum levels of system safety resources during 
the acquisition process. This would include direct losses 
such as injury costs and system damage resulting from 
mishaps, as well as indirect losses including retrofit costs, 
and mission or programmatic impacts. 

8. Develop efficient, objective measures of system safety 
performance thatcouldbe used as incentives for motivating 
system safety excellence. 

9. Develop system safety design software that could 
operate in the background of existing computer aided 
design (CAD) programs to provide designers with relevant 
safety design lessons learned by subsystem. The software 
would provide a shell that could be used by the Army and 
contractors to organize such lessons learned for each com- 
modity area. In use, this software would provide system 
designers with current system safety design guidance 
associated with a given commodity. 

10. Develop an expert system for Army mishap investi- 
gation that could be used to ensure thorough, systematic 
investigation by unit safety officers or field safety offices. 
Such a tool would help the investigator to seek the types 
of information that a group of expert investigators would 
seek. It would quickly narrow the scope of the investiga- 
tion and provide greater detail regarding such areas as hu- 
man performance and material failure. It would focus the 
investigation and produce the final report for the investi- 
gator. 

11. Using specific new acquisition programs, evaluate the 
degree to which the MANPRINT program has, in practice, 
resolved the systemic causes of mishaps identified in the 
System Safety Management Lessons Learned study. 
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